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Abstract: Authentication is an essential part of network security. It is a process of confirming the identity to ensure security, with a 
vital role to provide security in websites. Even though text password is a convenient user authentication on websites, it is prone to 
security attacks. Weak passwords are often used across several websites and typing the password into un trusted websites causes 
password threats. An opponent, who compromises the password, uses password stealing methods such as phishing, malware, and key 
loggers. The same password is used to access across several websites, with the usage of the same password to access several websites by 
the authentic users. The proposed system is a user authentication protocol named SOTP which uses the user’s mobile phone number 
and the short message service which is being provided by a service provider. Secure Hash Algorithm (SHA-I) is used to generate a 
secure one time password. Random password is generated for each login. To provide high security in the websites, a combination of 
biometric feature i.e., Fingerprint along with hash function is used for authentication. A Telecommunication Service provider (TSP) is 
used for the registration of the users and also used the recovery phase. The registration phase involves the user’s mobile number, secret 
answer and fingerprint. Recovery phase is used, if the user’s mobile phone gets lost. The SOTP requires only the unique mobile number 
of the user and a service provided by a service provider. The user needs to remember only his long term password which has to be kept 
secret. 
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1. Introduction 
Previously, text passwords have been used for the 
authentication process. Users choose their passwords 
which can be easily remembered. Generally, password 
based user authentication can oppose brute force and 
dictionary attacks if the user choose the strong passwords. 
But, users have problem in memorizing the text 
passwords. Users select the weak passwords even if they 
know the password might be not safe. The important 
problem is that users tend to reuse passwords across 
various websites [1], [2]. In 2007, Florencio and Herley 
[3] indicated that a user reuses a password across 3.9 
different websites on average. Password reuse causes 
users to lose sensitive information stored in different 
websites if a hacker compromises one of their passwords. 
The problems are caused due to negative influence of 
human factors. When designing a user authentication, the 
important consideration is human factors. Since humans 
are adept in remembering graphical passwords than text 
password [4], many graphical password schemes were 
designed to address human’s password recall problem [5]-
[9]. Using password management tools is an alternative 
[10]-[12]. These tools automatically generate strong 
passwords for each website, which addresses passwords 
reuse and recall problems. Users only have to remember a 
master password for accessing the tool. Although 
graphical password is a great idea, it is not yet mature  
 

 
enough to be widely implemented in practice[13],[14] and 
is still vulnerable to several attacks[15].users have trouble 
using these tools due to the lack of security knowledge. 
 
A user authentication protocol named SOTP is designed to 
overcome the existing problems faced by users during 
authentication. It requires user’s mobile phone for 
accessing their accounts. It generates random password 
for each session using SHA. Through SOTP, the methods 
used for stealing accounts by using phishing, malware, 
eavesdroppers are protected. By using long term 
password, the mobile phone is protected from theft. In 
this, biometric feature extraction is used to provide high 
reliable security to authenticate user. Minutiae are 
extracted from fingerprint by using fuzzy extraction. 

2. Problem Formulation 
 
2.1 Weak passwords 
 
Generally, users create their passwords by themselves. 
Users select weak passwords for all websites for easy 
remembrance. And also users reuse the same password for 
different websites. An opponent steals the user’s password 
through compromising a weak websites because users use 
the same password across several websites. Through 
phishing, an opponent steal the user’s sensitive 
information like username, password. 
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2.2 Recall problems 
 
Users are not good in memorizing the complex text 
passwords. In some websites the random generated 
passwords are available for authentication but the users 
have recall problem. Even though, the users change their 
passwords periodically has a crucial problem. People use 
their username and password to access websites for login 
purpose. User must recall their passwords. Usually 
password based authentication resist brute force and 
dictionary attacks if users select strong password. But, the 
major problem is that humans are not expert in 
memorizing text passwords. User selects their password 
which can be easily remembered even though the 
password is unsafe. Then password reuses across several 
website causes lose of sensitive information. This is said 
to be password reuse attack. 
 
Humans are expert in memorizing graphical password 
than text password. But still has recall problem. Even 
though it provides strong password, still it is vulnerable to 
several attacks. Graphical password and management tool 
is easy to remember. It has a disadvantage that poor 
knowledge about security. In two factor authentication, 
user must remember pin code to work with a token. It 
doesn’t work if user forgets to bring their tokens like 
smart card, credit card etc. Graphical passwords can be 
easily remembered by user than text password. Although, 
it is great idea but not mature enough to implement in 
practice. Password management tool works well but have 
trouble due to lack of knowledge about it. 

3. Proposed System 
User authentication protocol SOTP, designed to generate 
different random passwords for each login to avoid recall 
problems and password reuse problems for the users. In 
figure 1, shows the SOTP architecture of the process. 
 

 
 

Figure 1: SOTP Architecture Diagram 
 
A user authentication protocol SOTP, requires only users 
unique mobile number. SOTP generates random one time 
password for each login. There are two phases involved in 
the authentication such as registration and recovery phase 

with the help of Telecommunication Service provider 
(TSP). In registration phase, the user need to provide their 
personal information with the unique phone number, 
extraction of minutiae from the fingerprint through reader 
device by using fuzzy extractor. Information are stored in 
the database as template for further authentication process. 
From first login process, the users need to give only 
username as input to the system. The secure one time 
password is generated by server using secure hash 
algorithm (SHA)-1. The generated one time password is in 
encrypted format is to provide data confidentiality. The 
random password is send to the user’s mobile phone as 
sms. The main advantage is after receiving the secure one 
time password with the secret question, instead of typing 
the received password in the system, the user forwards the 
password with long term password as sms to the server. 
To ensure the correct user, biometric feature i.e., finger 
print is extracted by using fuzzy extractor. It is used for 
authentication and verification purpose. It compares the 
extracted fingerprint with template stored. If the password, 
long term password and fingerprint match with the 
template that is stored in the database, then it allows the 
user to authenticate. Otherwise, it declares that the 
unauthorized user trying to access the accounts and blocks 
them.  

4. Implementation 
The prototype contains three processes 1) a program 
running on mobile phones for receiving SMS 2) the link 
between client and server through GSM modem and 3) the 
interface between the browser and the client using TCP/IP 
connection. 
 
The SOTP generated password is encrypted for data 
confidentiality. After installing program, a user creates 
their accounts in websites during registration. Once the 
registration is successful a user can log into website 
securely through the SOTP and the biometric feature. 
During registration, the details about the users need to be 
filled with the fingerprint and secret answer that is stored 
in the database. From first login, the user needs to produce 
their fingerprint for authentication. If it is successful the 
SMS will be received by the user with encrypted random 
password and secret answer. The user needs to forward 
the encrypted password with secret answer. If it matches 
with the data stored in the database it allows the user to 
authenticate. 
 
A.  SHA-1 
 
This standard specifies a secure Hash Algorithm, SHA-1, 
for computing a condensed representation of a message or 
a data file. When a message of any length< 264 bits is 
input, the SHA -1 produces a 160-bit output called a 
message digest. The message digest can then be input to 
the Digital Signature Algorithm (DSA) which generates or 
verifies the signature for the message. Signing the 
message digest rather than the message often improves the 
efficiency of the process because the message digest is 
usually much smaller in size than the message. The same 
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hash algorithm must be used by the verifier of a digital 
signature as was used by the creator of the digital 
signature. 
 
The SHA-1 is called secure because it is computationally 
infeasible to find a message which corresponds to a given 
message digest, or to find two different messages which 
produce the same message digest. Any change to a 
message in transit will, with very high probability, result 
in a different message digest, and the signature will fail to 
verify. SHA-1 is a technical revision of SHA (FIPS 180). 
This revision improves the security provided by this 
standard. The SHA-1 is based on principles similar to 
those used by Professor Ronald L. Rivest of MIT when 
designing the MD4 message digest algorithm  and is 
closely modeled after that algorithm.  
 
B. Fuzzy Extractor 
 
Biometric authentication device measures the physical 
characteristics of a user and matches them against a user 
profile. It is the most secure authentication tool, as it 
cannot be stolen or forgotten and also forging is 
impossible. For the verification, the system validates a 
user’s identity by comparing the captured biometric data 
with her biometric template stored in the database. 
Identity verification is used for positive recognition. The 
main aim of the biometric is to avoid multiple users using 
the same identity. Through biometric, identity can be 
obtained with higher level of reliability. 
 
Fingerprint is most successful biometric technique for 
personal identification and verification process. Every 
user has unique fingerprints. Fingerprint device is 
available easily than any other biometric devices. The 
fingerprint of identical twins also differs completely. For 
authentication purpose, instead of typing password, the 
user needs to touch the fingerprint device. 
 
The user need to produce all their information including 
mobile number, secret answer as long term password and 
extracting fingerprint through device by using fuzzy 
extractor technique during registration phase is stored in 
the database as a template. Fuzzy extractor is used for 
extracting minutiae from fingerprint and used for 
verification purpose. The extracted input is to be 
compared with template. If it matches, the user allowed 
accessing the webpage. From first login process the user 
need to type only user name as input to browser. 

5. Conclusion 
In this paper, a user authentication protocol SOTP uses a 
users mobile phone , SMS and Biometric feature to 
prevent from password hacking. It eliminates the negative 
influence of the human factors. In SOTP the users need to 
remember only secret answer which only known by the 
user. The main thing is that the users are free from typing 
the passwords in un trusted computers. When compared 
with other schemes, SOTP is more secure because the 
generated password is valid for that particular session 

alone. To ensure high reliable security fingerprint is used. 
Through biometric feature the authorized user can only 
participate in the authentication process. The proposed 
system targets in coming up with techniques that can be 
implemented to ensure website security. 
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