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Abstract: Cloud computing is an internet based computing which enables sharing of services. Cloud computing allows users to use
applications without installation any application and access their personal files and application at any computer with internet or intranet
access. Many users place their data in the cloud, so correctness of data and security is a prime concern. Cloud Computing is technology
for next generation Information and Software enabled work that is capable of changing the software working environment. It is
interconnecting the large-scale computing resources to effectively integrate, and to computing resources as a service to users. To ensure
the correctness of data, we consider the task of allowing a third party auditor (TPA), on behalf of the cloud client, to verify the integrity
of the data stored in the cloud., the auditing process should bring in no new vulnerabilities towards user data privacy, and introduce no
additional online burden to user. In this paper, we propose a secure cloud storage system supporting privacy-preserving public auditing.
We further extend our result to enable the TPA to perform audits for multiple users simultaneously and efficiently with RC5 Encryption
Algorithm. This shows the proposed scheme is highly efficient and data modification attack, and even server colluding attacks. Here
Work is focuses on RC5 Encryption Algorithm for stored data in cloud. Resulted encrypted method is secure and easy to use.
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1. Introduction

A. Cloud Computing: Cloud computing is innovation that
uses advanced computational power and improved storage
capabilities. Cloud computing is a long dreamed vision of
computing utility, which enable the sharing of services over
the internet. Cloud is a large group of interconnected
computers, which is a major change in how we store
information and run application. Cloud computing is a shared
pool of configurable computing resources, on-demand
network access and provisioned by the service provider [1].
The advantage of cloud is cost savings. The prime
disadvantage is security. Cloud computing is used by many
software industries. Since the security is not provided in
cloud, many companies adopt their unique security structure.
The data placed in the cloud is accessible to everyone,
security is not guaranteed. To ensure security, cryptographic
techniques cannot be directly adopted. Sometimes the cloud
service provider may hide the data corruptions to maintain
the reputation. To avoid this problem, we introduce an
effective third party auditor to audit the user”s outsourced
data when needed. The security is achieved by RCS5
Encryption Algorithm. We utilized public key based
homomorphic authenticator with random masking to achieve
privacy preserving auditing protocol. TPA performs the
auditing task for each user.[2] B. Third party Auditor (TPA):
Third Party Auditor is kind of inspector. There are two
categories: private auditability and public auditability.
Although private auditability can achieve higher scheme
efficiency, public auditability allows anyone, not just the
client (data owner), to challenge the cloud server for the
correctness of data storage while keeping no private
information. To let off the burden of management of data of
the data owner, TPA will audit the data of client. It eliminates
the involvement of the client by auditing that whether his
data stored in the cloud are indeed intact, which can be
important in achieving economies of scale for Cloud
Computing. The released audit report would help owners to

evaluate the risk of their subscribed cloud data services, and
it will also be beneficial to the cloud service provider to
improve their cloud based service platform [3]. Hence TPA
will help data owner to make sure that his data are safe in the
cloud and management of data will be easy and less
burdening to data owner. Cloud consumers save data in cloud
server so that security as well as data storage correctness is
primary concern. A novel and homogeneous structure is
introduced [4] to provide security to different cloud types. To
achieve data storage security, RC5 algorithm is used. RC5
algorithm is efficient and safer than the former algorithms. It
allows TPA to perform multiple auditing tasks for different
users at the same.

2. Objective

Our contribution in this paper is summarized as follows:

1) We motivate the public auditing system of data storage
security in Cloud Computing and provide a privacy-
preserving auditing protocol, i.e., our scheme supports an
external auditor to audit user™s outsourced data in the
cloud without learning knowledge on the data content.

2) To the best of our knowledge, our scheme is the first to
support scalable and efficient public auditing in the Cloud
Computing. In particular, the TPA will be fully
automated and will be able to properly monitor
confidentiality and integrity of the data with RCS
Algorithm. 3) We prove the security and justify the
performance of our proposed schemes through concrete
experiments and comparisons with the state-of-the-art.

3. Existing System

Cloud improves due to centralization of data, increased
security-focused resources, etc., but concerns can persist
about loss of control over certain sensitive data, and the lack
of security for stored kernels. Security is often as good as or
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better than other traditional systems, in part because
providers are able to devote resources to solving security
issues that many customers cannot afford.

To securely introduce an effective third party auditor (TPA),

the following two fundamental requirements have to be met:
1) TPA should be able to efficiently audit the cloud data
storage without demanding the local copy of data, and
introduce no additional on-line burden to the cloud user; 2)
The third party auditing process should bring in no new
vulnerabilities towards user data privacy.

3.1. Drawbacks of existing system

Cloud Storage system provides the user for safe and
consistent place to save valuable data and documents.e
However, user's files are not encrypted on some open source
cloud storage systems. i.e. TPA demands retrieval of user
data, here privacy is not preserved. The storage service
provider can easily access the user's files. This brings a big
concern about user's privacy.e The user has no supreme
control over the software applications including secret data.
User has to depend on the provider,,s action, maintenance and
admin it..

4. Proposed System

In this paper, the TPA will be fully automated and will be
able to properly monitor confidentiality and integrity of the
data and uniquely integrate it with random mask technique to
achieve a privacy-preserving public auditing system for cloud
data storage security while keeping all above requirements in
mind. Extensive security and performance analysis shows the
proposed schemes are provably secure and highly efficient.
We also show how to extent our main scheme to support
batch auditing for TPA upon delegations from multi-users.
The use of RCS5 algorithm for encryption, cloud computing
can be applied to the data transmission security.
Transmission of data will be encrypted, even if the data is
stolen, there is no corresponding key that cannot be restored.
Only the user knows the key, the clouds do not know the key.
Also, because the properties of encryption, the cloud can
operate on cipher text, thus avoiding the encrypted data to the
traditional efficiency of operation. User's privacy is protected
because user's files are encrypted in cloud storage. In this
paper, we introduce a dynamic audit service for integrity
verification of untrusted and outsourced storages. Our audit
system, based on novel audit system architecture, can support
dynamic data operations and timely abnormal detection with
the help of several effective techniques, such as fragment
structure, random sampling, and index hash table. We
propose an efficient approach based on probabilistic query
and periodic verification for improving the performance of
audit services. A proof of concept prototype is also
implemented to evaluate the feasibility and viability of our
proposed approaches. Our experimental results not only
validate the effectiveness of our approaches, but also show
our system has a lower computation cost, as well as a shorter
extra storage for integrity verification.

4.1. Advantages

e A fragment technique is introduced in this paper to
improve performance and reduce extra storage.

e The audit activities are efficiently scheduled in an audit
period, and a TPA needs merely access file to perform
audit in each activity.

e Each TPA to audit for a batch of files and to save the times
for auditing the files.

5. Working Methodology
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Figure 1: Architecture of cloud data storage service
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In this paper, we consider data storage and sharing services in
the cloud with three entities: the cloud, the third party auditor
(TPA), and users who participate as a group (as shown in Fig.
1). Users in a group include one original user and a number
of group users. The original user is the original owner of
data, and shares data in the cloud with other users. Based on
access control policies [5], other users in the group are able to
access, download and modify shared data. The cloud
provides data storage and sharing services for users, and has
ample storage space. The third party auditor is able to verify
the integrity of shared data based on requests from users,
without downloading the entire data. When a user (either the
original user or a group user) wishes to check the integrity of
shared data, she first sends an auditing request to the TPA.
After receiving the auditing request, the TPA generates an
auditing message to the cloud, and retrieves an auditing proof
of shared data from the cloud. Then the TPA verifies the
correctness of the auditing proof. Finally, the TPA sends an
auditing report to the user based on the result of the
verification.

6. Ensuring Data Security with Encryption

One of the best ways to ensure confidential data is protected
in the cloud is to utilize encryption for data. Almost all cloud
service providers support encryption for data storage, but few
offer support for data at rest. The cloud encryption
capabilities of the service provider need to match the level of
sensitivity of the data being hosted [6]. Encryption plays a
big role in fulfillment as many policies require specific data
elements to be encrypted. The most important guidance on
encryption is publically available from NIST 800-111 and
FIPS-140-2. These standards can help you evaluate the
encryption capabilities of a cloud provider for compliance
with regulations. To protect a user,,s confidential data in the
cloud, encryption is a powerful tool that can be used
effectively. Only user can confidently utilize cloud providers
knowing that their confidential data is protected by
encryption.
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7. Conclusion

We believe that data storage security in Cloud Computing is
an emerging computing paradigm, allows users to share
resources and information from a pool of distributed
computing as a service over Internet. Cloud storage is much
more beneficial and advantageous than the earlier traditional
storage systems especially in scalability, cost reduction,
portability and functionality requirements. Cloud Computing
is an area full of challenges and of paramount importance, is
still in its infancy now, and many research problems are yet
to be identified. System uses encryption/decryption keys of
users data and stores it on remote server. Each storage server
has an encrypted file system which encrypts the clients data
and store. Cryptographic techniques are used to provide
secure communication between the client and the cloud. The
system ensures that the clients data is stored only on trusted
storage servers and it cannot be accessed by administrators or
intruders. In particular, we consider the task of allowing a
third party auditor (TPA), on behalf of the cloud client, to
verify the integrity of the dynamic data stored in the cloud.
TPA can perform multiple auditing tasks simultaneously.
Here Work is focuses on RC5 Encryption Algorithm for
stored data in cloud. Resulted encrypted method is secure and
easy to use.
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