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Abstract: Virtualization's vital role in healthcare is examined in this study, which focuses on data security, efficiency, and scalability. 

Healthcare IT needs virtualization to stay up with data and application complexity. Virtualization improves resource use, data security, 

and scalability to meet expanding demands. Patient data is sensitive and healthcare standards are rigorous, thus data security is crucial. 

Hypervisor attacks and VM sprawl increase security concerns in virtualized environments, notwithstanding their benefits. This study 

recommends data encryption, tight access controls, and constant monitoring for virtualized systems. Virtualization simplifies IT 

management, lowes hardware costs, and speeds up application and service deployment, improving operational effectiveness. Healthcare 

companies have shown virtualization improves efficiency and quality. Scalability is important because healthcare businesses manage 

unpredictable workloads and growing data volumes. The study discusses automated resource allocation and cloud-based virtualization for 

scalability. Scalable virtualized healthcare systems show how virtualization can adapt to modern healthcare needs. Integration, 

performance, and staffing issues are common virtualization deployment challenges. The future of healthcare virtualization includes how 

blockchain, AI, and edge computing may improve performance and security. Regulators will oversee virtualized healthcare's future to 

ensure standards and compliance. This study concludes by reviewing healthcare virtualization's pros, cons, and future prospects.  
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1. Introduction 
 

a) Background on Healthcare IT and the Need for 

Virtualization 

Healthcare is entering a digital revolution due to increased 

need for efficient, secure, and scalable IT solutions and 

widespread use of cutting-edge technology. Healthcare 

companies must manage vast amounts of sensitive data, 

ensure patients can access their information, and maintain 

operations [1]. Traditional IT systems struggle to meet these 

needs, resulting in performance limitations, security flaws, 

and scalability issues. Servers, storage, networks, and other 

physical components can be "virtualized" to create digital 

replicas. Virtualization makes IT infrastructure management 

flexible, efficient, and cost-effective by isolating physical 

resources.  

 

Virtualization speeds application and service deployment, 

minimises hardware dependencies, and consolidates 

healthcare servers. This technology simplifies IT and fulfills 

healthcare's unforeseen needs. 

 

 
Figure 1: Network Function Virtualization (Source: Self-

created) 

 

b) Significance of Data Security, Efficiency, and 

Scalability in Healthcare 

Data security, efficiency, and scalability are prioritised by 

healthcare providers due to patient data's fragility and the 

requirement for reliable delivery. Patient data security is vital 

in healthcare. Electronic Health Records (EHRs) and other 

sensitive data must be secured under US laws like Health 

Insurance Portability and Accountability Act (HIPAA). Data 

segregation, disaster recovery, and patch management are 

protected by virtualization. Virtual environments configured 

to security requirements decrease data breaches and 

unauthorised access. Healthcare businesses must focus on 

operational efficiency to provide high-quality care at low 

cost. Virtualization streamlines IT operations by optimising 

resource use, hardware, and service deployment. Efficiency 

improves healthcare application performance, downtime, and 
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operating expenses. Healthcare system integration in 

virtualized environments improves department and facility 

data exchange and interoperability. Adjusting IT resources 

based on demand is critical in healthcare, as patient numbers 

and services change dramatically. Virtualization allows 

healthcare businesses to extend their IT infrastructures 

without substantial hardware investments to suit growing 

needs and staff changes. Scalability ensures that healthcare 

providers' services are highly available and performant even 

during peak hours. 

 

2. Overview of Virtualization in Healthcare 
 

a) Definition and Explanation of Virtualization 

In virtualization, servers, storage devices, networks, and 

applications are "virtualized". By virtualizing physical 

resources, organisations can maximise efficiency, agility, and 

resource use [2]. Virtualized computers can run many OSes 

and apps on a single physical device. Separating hardware and 

software may improve IT resource management and 

distribution. Virtualization lets healthcare companies host 

apps, EHR systems, and other mission-critical software on 

shared infrastructure. This simplifies healthcare IT system 

development and maintenance and eliminates the need for 

expensive hardware. Server, storage, network, and desktop 

virtualization each benefit healthcare businesses. 

 

b) Current State of Virtualization Adoption in Healthcare 

The healthcare business has progressively adopted 

virtualization to construct more effective, scalable, and secure 

IT infrastructures during the last decade. Several healthcare 

organisations have implemented virtualization, and additional 

organisations are expected to do so soon. Because they need 

robust IT solutions to manage their complex and ever-

changing environments, major healthcare systems and 

hospitals are driving adoption. Virtualization in healthcare 

was introduced to improve EHR management. EHR storage 

and processing power can be optimised by virtualization. 

Virtualization technologies help digital health projects like 

telemedicine and remote patient monitoring, speeding their 

uptake. Data security, cloud migration challenges, and the 

requirement for highly qualified IT workers to operate 

virtualized infrastructures [3]. These drawbacks are usually 

overcome by the benefits of virtualization. 

 

c) Benefits of Virtualization for Healthcare Organizations 

Virtualization allows healthcare firms to host multiple virtual 

machines on one physical server to maximize their 

technology. The result is lower energy use, hardware prices, 

and improved resource use. Server consolidation can save 

data centre space and costs for healthcare firms. Healthcare 

businesses can readily expand IT resources using 

virtualization. Virtualized environments allow us to adjust 

processing power and storage capacity to suit changing 

patient volumes and service requirements without spending 

money on new hardware [4]. Scalability ensures that 

healthcare providers' services are highly available and 

performant even during peak hours. Virtualization simplifies 

application installation and management for healthcare 

businesses. Due to rapid application and service supply, 

healthcare providers can quickly adjust to changing needs and 

possibilities. In today's healthcare system, patient care is 

important, thus quick access to pertinent information and 

resources is crucial. Virtualization enhances data separation, 

patching, and disaster recovery. Virtual machines with strict 

security reduce data leakage and unauthorised access. Virtual 

backup and recovery solutions can protect patient data in 

healthcare.  

 

Centralised virtualized environment management utilising 

specialised technologies simplifies IT administration. 

Centralised administration increases healthcare IT system 

monitoring, maintenance, and troubleshooting.  

 

IT departments can boost efficiency by prioritising strategic 

projects over maintenance. Telehealth and remote work in 

healthcare have highlighted the need for flexible and reliable 

IT systems. Healthcare providers may securely access patient 

data and applications from anywhere via virtualization, 

improving collaboration and care.  Virtualization has several 

benefits for healthcare. It aids resource utilisation, scalability, 

flexibility, data security, IT administration, telemedicine, and 

remote work. Because virtualization optimises IT 

infrastructures and the sector evolves, healthcare providers 

may provide high-quality, efficient, and secure care. 

 

3. Data Security in Virtualized Healthcare 

Environments 
 

a) Importance of Data Security in Healthcare 

The healthcare industry prioritises data security due to the 

sensitive information. Personal information, including EHRs, 

medical data, insurance information, and more, must be 

protected [5]. Healthcare data breaches can lead to financial 

theft, compromised patient care, and significant fines for 

affected businesses. Numerous regional laws, like HIPAA in 

the US and GDPR in Europe, demand strict data protection 

protocols to ensure healthcare data availability, integrity, and 

confidentiality. Noncompliance risks substantial fines, legal 

action, and reputation damage for organisations.  

 

 
Figure 2: Data Security in Healthcare (Source: Self-

Created) 
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b) Common Security Challenges in Virtualized 

Environments 

Securely protecting sensitive data in virtualized healthcare 

requires specialised solutions. Some typical challenges: 

• Easy and fast VM creation leads to the spread of 

unmanaged VMs. Security flaws can result from improper 

decommissioning or patching of old Virtual Machines 

(VMs). 

• Attackers will likely target the hypervisor, which runs 

virtualization. Attackers can take control of all VMs on a 

hacked hypervisor, resulting in massive data breaches [6].  

• Data must be separated across virtual machines. Due to 

poor separation, apps or tenants sharing hardware may 

leak data.  

• VM traffic on the same host can bypass network security 

safeguards, making virtual environment harm detection 

and prevention harder. 

• Updating the hypervisor and all VMs to the latest security 

patches might be difficult in bigger settings. Unpatched 

systems are vulnerable to assaults.  

• Virtual employees with elevated rights could misuse their 

access and commit insider theft or data manipulation.  

 

c) Best Practices for Ensuring Data Security 

Organisations can apply many best practices to reduce 

security vulnerabilities and protect healthcare virtualization 

data. Establishing effective access controls like role-based 

access control ensures that only approved users may access 

critical systems and data [7]. The user's function will 

determine access to virtual machines and sensitive data. A 

strong patch management approach ensures that all virtual 

machines, hypervisors, and related software are regularly 

updated with the latest security patches and updates. 

Monitoring and logging systems can track virtualized 

environment access. Regularly review these data for odd 

activity and act swiftly. Network segmentation to isolate data 

and workloads in virtual machines is the best way to prevent 

and mitigate breaches. Strongly encrypt sensitive data in 

transit and at rest to avoid breaches. IPSs, virtual firewalls, 

and IDSs secure virtualized environments. Multi-factor 

authentication prevents unauthorized access even if 

credentials are taken. Regular vulnerability scans and 

penetration tests should find and fix virtual security 

vulnerabilities. Data protection and security best practices 

must be taught to employees, especially those with virtual 

access. The team should also conduct frequent exercises and 

develop and test thorough incident response plans for security 

issues to prepare for breaches. 

 

4. Improving Efficiency through Virtualization 
 

a) How Virtualization Enhances Operational Efficiency 

Virtualization boosts healthcare operational efficiency by 

optimising resource use, simplifying IT management, and 

deploying applications and services faster. Virtualization lets 

one physical server host many VMs, maximising hardware 

performance. Since fewer servers are needed, consolidation 

reduces hardware, energy, and space costs. By dynamically 

assigning resources to VMs based on demand, healthcare 

organisations can optimise computational power use, reduce 

idle times, and improve performance. Virtualization improves 

system monitoring, maintenance, and troubleshooting by 

integrating IT activities.  

Virtualized environments allow administrators to handle 

many VMs from a central interface, ensuring that all 

infrastructure components are updated, patched, and securely 

configured. This simplified routine maintenance saves time 

and effort, allowing the IT department to focus on longer-term 

projects. Virtualization automates routines and workflows, 

simplifying management and reducing human error.  

 

Virtualization speeds up app and service provisioning. 

Healthcare organisations may quickly build and deploy VMs 

for new clinical applications, research projects, and 

administrative activities without extensive hardware setup. 

This agility lets healthcare professionals quickly respond to 

changing needs, such as expanding resources during a 

pandemic or implementing telemedicine. Virtualization 

makes typical settings economical and consistent by cloning 

and templating VMs. Virtualization simplified disaster 

recovery by backing up and replicating VMs. Healthcare 

businesses can quickly resume operations after hardware 

failure by shifting virtual machines to new hosts, avoiding 

data loss and delay. Virtualization's high availability settings 

allow critical programmes to fail over to backup systems 

seamlessly. Virtualization has accelerated healthcare 

telemedicine and remote work. Virtualized environments 

allow healthcare providers to securely access patient data and 

applications from anywhere, enabling remote treatment. 

Telehealth makes it feasible for patients to access 

consultations and follow-up care without visiting hospitals. 

Healthcare staff can work remotely with virtualization, so 

administrative and support responsibilities can continue even 

in an emergency.  

 

b) Case Studies of Efficiency Improvements in Healthcare 

Organizations 

 

Case Study 1: Streamlining IT Operations at Mercy 

Health 

Server virtualization streamlined IT for Mercy Health, a large 

US hospital. Before virtualization, Mercy Health managed 

hundreds of physical servers across facilities, which increased 

operating expenses and administration complexity. Mercy 

Health reduced hardware and energy costs 60% by 

virtualizing its servers [8]. Mercy Health simplified its IT 

processes with virtualization's centralization. The IT team 

worked less as software patching and updates became more 

efficient. The ability to quickly provide more VMs enabled 

rapid deployment of clinical applications, improving 

healthcare service delivery efficiency. Virtualization 

increased IT staff productivity by 40% and saved $1.5 million 

annually. 

 

Case Study 2: Enhancing Data Security and Efficiency at 

HealthPartners 

HealthPartners, a nonprofit healthcare group, struggled with 

data security and resource utilisation. Companies embraced 

virtualization to increase safety and productivity. 

HealthPartners met HIPAA requirements and reduced data 

breaches by isolating their applications into virtual 

environments [9]. Virtualization allowed HealthPartners to 

run more applications on fewer servers, boosting resource 

utilisation.  
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Due to consolidation, energy and cooling costs were 

decreased in half. Virtualization simplified disaster recovery, 

helping HealthPartners create reliable backup and replication 

plans. New healthcare applications had faster service 

delivery, and IT operational costs dropped 30%. 

 

Case Study 3: Facilitating Telehealth Expansion at Mayo 

Clinic 

Virtualization helped the world-renowned Mayo Clinic 

expand its telemedicine offerings. During the COVID-19 

pandemic, virtual consultations and care were crucial. 

Virtualization enabled Mayo Clinic's quick IT infrastructure 

growth to support a surge in telemedicine appointments [10]. 

To provide reliable and secure telehealth platforms for 

patients and healthcare professionals, the Mayo Clinic 

virtualized its servers and network infrastructure. Due to its 

fast virtual machine deployment, the company met the 

unexpected demand rise immediately. Virtualization enabled 

dynamic resource allocation to optimize telehealth app 

performance. The approach led to higher patient satisfaction, 

300 percent more telemedicine appointments, and high-

quality medical care throughout the pandemic. Virtualization 

boosts healthcare operational efficiency by optimising 

resource use, IT administration, and application and service 

deployment. Virtualization has helped Mercy Health, 

HealthPartners, and the Mayo Clinic save money, work more 

efficiently, protect their data, and enable remote work and 

telemedicine. As the healthcare industry grows, virtualization 

will help companies boost productivity and innovation. 

 

5. Scalability in Virtualized Healthcare 

Infrastructure 
 

a) The Need for Scalability in Healthcare IT 

EHRs, advanced medical imaging, and telemedicine are 

accelerating healthcare data volume and complexity. 

Regulatory mandates, population health management, and 

personalised medicine projects are forcing healthcare 

institutions to manage larger and more diversified data sets. 

In healthcare IT, "scalability" denotes how well an 

infrastructure can handle rising loads or be upgraded to meet 

future needs. Without impacting performance or stability, 

scalable infrastructure may accommodate more services, 

applications, and technological integrations. A changing 

healthcare business requires organisations to maintain patient 

care and operational efficiency. Flu seasons and health crises 

can be handled by scalable healthcare systems. Scalable IT 

infrastructure is needed to support new sites and distant 

services as healthcare institutions expand. Healthcare firms 

risk system overloads, downtime, and inefficiency without 

scalable solutions. Concerns can significantly impact patient 

care and organisational efficiency. 

 

b) Strategies for Achieving Scalability through 

Virtualization 

Virtualization can strengthen healthcare IT infrastructures. 

Virtualization allows several VMs to run on a single physical 

server, providing efficient and flexible resource allocation. 

Sharing processors, RAM, and storage is possible with 

virtualization. These resources can be dynamically assigned 

to VMs based on demand to reduce limitations and maximise 

consumption.  

 

This flexibility helps healthcare facilities adjust resources to 

meet demand without manual intervention. Virtualized 

systems scale horizontally and vertically. Horizontal scaling 

spreads demand by adding virtual machines or servers, while 

vertical scaling increases CPU and memory of pre-existing 

virtual machines. In a pandemic or other user spike, 

healthcare businesses can utilise horizontal scaling to manage 

new users and vertical scaling to improve mission-critical 

application efficiency.  

 

Virtualized load balancing spreads workloads evenly among 

VMs or servers. Load balancers route traffic to idle virtual 

machines based on state. This improves performance, fault 

tolerance, and redundancy for healthcare services. 

Automation tools and orchestration frameworks automate 

VM provisioning, scaling, and configuration in virtualized 

environments. These tools automatically alter infrastructure 

to match resource demands to keep healthcare IT systems 

responsive and efficient. Virtualization allows DR/HA, HA 

uses backup virtual machines or servers to keep mission-

critical applications and services operating in case of failure. 

DR involves moving virtual machines elsewhere for disaster 

recovery. These qualities boost healthcare IT scalability and 

reliability. Integrating virtualized on-premises settings with 

public or private clouds increases scalability. Healthcare 

businesses can employ cloud resources to manage peak loads 

or specific applications by seamlessly scaling infrastructure 

between on-premises and cloud settings. Hybrid cloud 

systems allow dynamic resource scaling and data security. 

 

c) Examples of Scalable Virtualized Healthcare Solutions 

Example 1: Geisinger Health System 

Geisinger Health System, a large integrated healthcare 

provider, implemented a virtualized infrastructure to meet IT 

demands. Data centre virtualization allowed Geisinger to 

support additional EHR users and apps. The organisation 

employed resource pooling and dynamic allocation to supply 

mission-critical apps during peak demand [11]. Geisinger 

integrated virtual machine provisioning and scaling 

automation tools to make its IT infrastructure more agile and 

responsive. 

 

Example 2: Cleveland Clinic 

Virtualization created a resilient and scalable IT infrastructure 

for Cleveland Clinic's global operations. Disaster recovery 

and high availability systems provide patient record and 

clinical app access at the clinic. Cleveland Clinic used load 

balancing and hybrid cloud integration to expand telehealth 

and handle health crises. The scalable virtualized 

infrastructure of Cleveland Clinic's healthcare network 

ensured high performance and reliability. 

 

Example 3: Mayo Clinic 

• Virtualization helped the Mayo Clinic conduct substantial 

clinical trials and research. Virtualized environments 

provided the scalability needed to handle and evaluate 

genetic research and personalised medicine data.  

• HPC clusters and vertical scaling helped the Mayo Clinic 

tackle resource-intensive tasks. Virtualized infrastructure 

made data sharing and analysis with external research 

partners easier. 

• Scalable healthcare IT infrastructures are needed to handle 

growing data and service volumes and complexity. 
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Integration of hybrid clouds, dynamic resource allocation, 

and load balancing are efficient scalability strategies in 

virtualization. Scalable virtualized solutions may increase 

efficiency, resilience, and performance; top healthcare 

organisations demonstrate this in patient care and 

operational effectiveness. 

 

6. Challenges and Solutions in Virtualized 

Healthcare 
 

a) Common Challenges Faced During the Implementation 

of Virtualization 

Healthcare virtualization implementation challenges may 

hinder the shift's efficiency and efficacy. These concerns must 

be resolved for successful implementation and full 

virtualization benefits. Healthcare operations and systems 

may struggle to integrate virtualization technologies. 

Healthcare organisations' legacy systems and applications 

aren't always virtualization-compatible [12]. Integration must 

be planned and technical knowledge maintained to maintain 

system performance and reliability. Protecting sensitive 

patient data is crucial in healthcare. Virtualization may create 

new security weaknesses due to its complexity and 

abstraction. Virtualized environments make HIPAA 

compliance harder, especially for data encryption, access 

control, and audit trails. Virtualization can create CPU, 

memory, and storage overcommitment. This could impact 

performance under heavy loads or with multiple virtual 

machines fighting for resources. Effective resource allocation 

and monitoring require strong management methods and tools 

to avoid limitations. Virtualization layer overhead may slow 

down virtualized settings [13]. VMs must support healthcare 

apps like imaging systems and EHRs to provide excellent 

patient care. A successful virtualization implementation 

involves IT workers knowledgeable about virtualization 

technologies and best practices. Healthcare companies may 

struggle to train and hire skilled professionals. Future success 

depends on IT staff's virtualized environment administration 

and troubleshooting.  

 

b) Solutions and Strategies to Overcome These Challenges 

Integration, security, resource management, and performance 

are needed for healthcare virtualization. A thorough IT 

environment research and careful planning are needed to 

integrate virtualization with healthcare systems. Integration 

improves with experienced providers and virtualization 

management solutions. Start with less important systems to 

detect and fix integration problems before they influence 

mission-critical applications. Protecting virtual patient data 

requires strong security. This includes stringent access 

controls, frequent security audits, and strong data encryption 

at rest and in transit. Along with legislative developments, 

healthcare companies should collaborate with compliance 

specialists to ensure HIPAA compliance in virtualized 

systems.  

 

To avoid resource overcommitment and optimum 

performance, virtualization management systems should 

monitor and alert in real time. Resource allocation policies 

help manage resources.  

 

Optimising performance and limiting CPU and memory 

utilisation are examples. Monitor workload patterns and 

change resource allocations regularly. Virtualized systems 

need load balancing, virtual machine settings, and 

performance monitoring to reduce latency and performance 

issues. Performance testing and benchmarking can reveal 

slow spots and make organisations more responsive and 

trustworthy. Healthcare companies should invest in IT 

certification and continuing education to fill training and 

competence gaps. Partnering with virtualization suppliers for 

training and support is another approach to gain resources and 

knowledge. Webinars and industry forums help staff stay 

current on virtualization trends and best practices.  

 

7. Future Trends in Healthcare Virtualization 
 

a) Emerging Technologies and Their Potential Impact on 

Healthcare Virtualization 

Healthcare virtualization is about to be transformed by several 

new technologies as the industry changes. AI and ML have 

improved virtualized environments most. AI and ML enable 

real-time resource allocation, data analytics, and patient 

outcomes prediction. AI-powered predictive analytics can 

estimate system load and change resources in real time to 

reduce downtime and improve performance. Edge computing 

and other technologies will transform healthcare 

virtualization. Telemedicine and remote patient monitoring 

require real-time data processing, which edge computing 

provides by processing data closer to the source. This can 

improve patient outcomes and decision-making in critical 

circumstances. Blockchain technology could improve data 

security and authenticity in healthcare virtualization. 

Blockchain technology can securely store and share patient 

data across systems and companies to keep it immutable and 

restricted to permitted users. This helps you follow legislation 

and reduce data leaks. 

 

b) Predictions for the Future of Virtualized Healthcare 

Infrastructure 

Virtualized healthcare infrastructure will certainly increase 

scalability, interoperability, and automation. Automating 

virtualized system optimisation and management will free IT 

staff to focus on strategy and reduce human interference. With 

automatic resource provisioning and scaling, healthcare apps 

can handle enormous user numbers reliably and quickly. 

Healthcare businesses will promote interoperability to ensure 

data flow between systems and apps. Standards-based 

methodologies and APIs enable system integration and more 

coordinated patient care. Virtualized infrastructures facilitate 

data interoperability throughout the healthcare sector. 

Scalability is critical for healthcare organisations that 

generate and process huge amounts of data. Scalability will 

drive more businesses to cloud-based virtualization solutions. 

Genomics, personalised medicine, and big data analytics 

require a lot of computational power and storage; therefore, 

this will be vital to their administration. 

 

c) Role of Regulatory Bodies and Compliance in Future 

Trends 

As virtualized environments become more complex and new 

technologies emerge, compliance will be a major focus. The 

GDPR and HITECH Act will need data security, privacy, and 

interoperability. Regulators will tighten virtualized system 

management and protection. Healthcare organisations need 

audits, surveillance, and better encryption to protect patient 
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data. Virtualized and cloud infrastructure challenges require 

new compliance frameworks. Regulatory agencies may 

support standardised methods for data exchange and 

interoperability. In a more connected healthcare system, 

patient data will be easily accessed and shared across 

platforms and providers, enhancing quality and results. AI, 

edge computing, and blockchain will impact healthcare 

virtualization. Virtualized patient therapy will be more 

efficient, secure, and personalized with these technologies. 

Scalable, interoperable, and automated virtualized healthcare 

infrastructures are needed. Compliance, patient data 

preservation, and data flow will depend on regulatory 

agencies. Healthcare organisations can deliver high-quality 

care in a changing system by adapting. 

 

8. Conclusion 
 

Healthcare data security, efficiency, and scalability can be 

improved by virtualization. Virtualized infrastructures make 

data security, resource management, and system performance 

harder for healthcare businesses. Virtualized patient care and 

operational efficiency can be improved via blockchain, AI, 

and edge computing. Complex virtualized settings will 

require regulators to ensure compliance and patient data 

protection. Virtualization can help healthcare organisations 

construct a safe, efficient, and scalable infrastructure that 

adapts to industry trends.  
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