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Abstract: This project aims to explore the extent to which the reliability of the various links in a network contributes to the overall 

reliability of the network. The studied structure represents a complete undirected graph of five nodes (n = 5) and ten links (m = 10). Each 

link has a reliability, which depends on a parameter p and a unique identification number. The reliability of the network, defined as the 

probability of maintaining full connectivity, is computed using exhaustive enumeration. By employing the method of exhaustive 

enumeration, we systematically evaluate all possible combinations of link states (working or failed) to determine their impact on the 

network's ability to maintain connectivity. In this paper, we present an algorithm, its implementation, and experimental results that 

demonstrate the relationship between the reliability of the network and individual link reliabilities. Additionally, we study the impact of 

random computation errors on the network's reliability by flipping system conditions and observing changes.  
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1. Introduction 
 

Problem Statement:  

The aim of the project is to study how network reliability 

depends on the individual link reliabilities using method of 

exhaustive enumeration. We have a Complete Undirected 

Graph with 5 nodes. Complete graphs mean that every node 

in the network is connected to every other node. (self - loops 

and parallel edges are excluded) As we have 5 nodes and with 

all the above - mentioned constraints, we have 10 edges/links 

in the graph, and this is what the graph looks like.  

 

 
Figure 1: Network Topology of Complete Undirected Graph 

 

As we can see that there are 10 possible edges so there will be 

210 = 1024 combinations of graph depending on which link is 

up and which one is down. The nodes are always up, only the 

links may fail. Reliability of the link is determined by the 

parameter ‘p’ which is same for every link and lies within 

range of [0, 1]. For link i, where 1 ≤ i ≤ 10, let its reliability 

be pi, which is given by the following formula 

pi = p⌈𝑑𝑖/3⌉ 

 

where di is the ith digit in a 10 - digit random number, the 

number consists of 10 digits d1, d2, …., d10. ⌈⌉ denotes the 

upper integer part, which rounds up any non - integer number 

to the nearest larger integer. As we can see that the reliability 

of the link ‘i’ is dependent on the parameter ‘p’, we change it 

over an interval in constant steps to check how the network 

reliability changes with changing in the p - value. And next 

keeping this p - value constant we also address how the 

system reliability changes with random errors by keeping the 

system at constant p - value which is 0.9 and by flipping the 

system for k different combinations. Where k is the number 

of component states that are chosen from 1024 different 

combinations.  

10 - digit random number is 2021455519, hence link 

reliability is as follows.  

 

Table: link reliabilities 
Link (i) Reliability of Link ‘i’ (Pi) 

1 p 

2 0 

3 p 

4 p 

5 p2 

6 p2 

7 p2 

8 p2 

9 p 

10 p2 

Note: The system is operational only if the network is 

connected.  

 

Network reliability:  

Reliability of a network is defined as the capacity of the 

network to offer the same services even during an event of 

failure. The reliability R of the system is some function of the 

component reliabilities:  

R = f (p1, p2, ……, pn)  

Where, n is the number of components.  

 

The function f above depends on the configuration, which 

defines when the system is considered operational, given the 

states of the components.  

 

Each component has two possible states: operational or failed. 

The failure of each component is an independent event. 

Component i is functioning (operational) with probability pi 

and is in failed with probability 1 - pi. (These probabilities are 

usually known)  

Paper ID: SR24923132321 DOI: https://dx.doi.org/10.21275/SR24923132321 1873 

www.ijsr.net
http://creativecommons.org/licenses/by/4.0/


International Journal of Science and Research (IJSR) 
ISSN: 2319-7064 

SJIF (2020): 7.803 

Volume 10 Issue 6, June 2021 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

Method of Exhaustive Numeration:  

For the configurations that are neither series nor parallel we 

use exhaustive method of numeration for calculating the 

network reliability. In this method, we list all the possible 

states of the system with accounting the up/down state of the 

links. The reliability is then calculated by summing the 

probabilities of all the Up states. In this method as we list all 

possible states of a path from the source node ‘1’ to the 

destination node ‘n’. Therefore, if there are ‘k’ edges in the 

path there would be 2k possible states of the system. This 

method is practically applicable only for small network 

systems because the calculation grows exponentially with 

increase in the number of links. In our case we have 5 nodes, 

with 10 links (as the graph is complete) and 1024 (210) states, 

hence it is okay to apply here. The graph is said to be 

connected if each node can be visited from the starting point.  

 

Consider the following network with 3 edges as shown below:  

 
Figure 2: Complete undirected graph with 3 nodes 

 
Number of  

links down 

Possible configuration 

 of links 

System  

condition 

0 [1, 1, 1] Up 

 

1 

[0, 1, 1] Up 

[1, 0, 1] Up 

[1, 1, 0] Up 

 

2 

[0, 0, 1] Down 

[1, 0, 0] Down 

[0, 1, 0] Down 

3 [0, 0, 0] Down 

 

In the above, each 0 indicates that the link is down and 1 

indicates that the link is up. Probability that the link is up is 

‘p’ and probability that the link is down is ‘1 - p’.  

 

Reliability of the system is computed by summing the product 

of probabilities of all the valid configurations. From the above 

table, configurations in which the graph is connected are 111, 

011, 101, 110.  

Hence, reliability of the above system is computed as:  

 

Reliability = p*p*p + (1 - p) *p*p + p* (1 - p) *p + p*p* (1 - 

p)  

 

2. Algorithm 
 

The algorithm to compute the network reliability is as follows 

1) Create a graph_matrix to represent links within the 

network. The value graph_matrix [i] [j] denotes the edge 

from node i to node j. If the node exists, then the value is 

1 else the value is 0.  

2) Total number of combinations are 210 = 1024 as there are 

10 edges/links. To generate links corresponding to the 

1024 states, we use 10bit binary representation of the 

state and assign each bit to the state of each link. For this 

we convert the decimal numbers from 0 to 1023 to their 

corresponding 10 - digit binary format.  

3) In the obtained binary format, 0 indicates that the link is 

down, and 1 indicates that the link is up. Thus, the binary 

representations would be interpreted as follows:  

• 20: 0000010100 implies 2 links are up and 8 links are 

down 

• 0: 0000000000 implies that all links are down 

• 63: 0000011111: implies 5 links are up and 5 links are 

down  

4) We check whether the graph is connected or not for each 

combination of links using the graph_is_connected () 

function. Because only if the graph is connected, it is 

operational and only then is reliability computed.  

5) For all the connected graphs we find the reliability of the 

state as the product of reliabilities (𝑝𝑖) for links for which 

the matrix value is 1 and (1 - 𝑝𝑖) for links for which the 

matrix value is 0.  

6) The total reliability is obtained by adding the products of 

probabilities obtained for systems that operational. For 

example, for a combination of 1010011111, network 

reliability would be calculated as p* (1 - p) *p* (1 - p) * 

(1 - p) *p*p*p*p*p + products of probabilities of other 

combinations that are operational.  

 

Pseudo Code 

 

Pseudo Code for finding relation between Network 

Reliability and parameter ‘p’ 

 

Input:  

• Network Topology: which is a complete undirected graph 

with 5 nodes 

• Reliability Parameter ‘p’: which changes from 0.05 to 1 

in steps of 0.05 

• 10 - digit random number: which is 2021455516 

 

Output:  

• Network Reliability of the system vs Parameter ‘p’ 

 

Pseudo Code:  

 

Note: from ‘p’ and the10 - digit random number we find the 

reliability of each link using the formula 𝑝𝑖=𝑝⌈𝑑𝑖/3⌉ and the 

value is shown in table - 1.  

1) Create Network Topology 

2) Initialize id = 2021455516 and p - value = 0.05 

3) Compute combinations of links which is a list of lists 

with each inner list representing each combination of link 

states.  

4) Initialize reliability_list to an empty list and 

state_reliability = 0 

5) While p≤1:  

a) Initialize network_reliability = 0 

b) For i in range [0, 1023]:  

 

Check if the graph is connected for that possible combination 

of links 
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If the graph is connected:  

Initialize state_reliability = 1 

For j in range [0, 9]:  

 

Calculate reliability of each link 

if link is up:  

temp = pi 

else:  

temp = 1 - pi 

state_reliability = state_reliability * temp 

network_reliability = network_reliability + state_reliability 

a. Append network_reliability to reliability_list 

b. p = p + 0.5 

2. print results and plot the graph 

 

Pseudo code for finding Network Reliability vs Random 

Errors 

 

Input:  

• Network Topology: which is a complete undirected graph 

with 5 nodes 

• Reliability Parameter ‘p’ = 0.9  

• 10 - digit random number: which is 2021455516 

• Number of random states to be flipped k (chosen from 0 

to 20 in steps of 1)  

 

Output:  

• Network Reliability of the system vs Parameter ‘k’ 

 

Pseudo Code:  

Note: K number values are chosen randomly within the range 

[0, 1023] and the corresponding system condition is flipped 

that is if the system is up change it to down and vice versa.  

1) Initialize link reliability and experiment_list to empty list 

2) For i in range [0, 99]:  

 

Initialize k = 0, p=0.9 

 

Compute combinations array/list which is the binary 

representation of numbers from 0 to 1023 

 

While k ≤ 20:  

For i in range [0, k - 1]:  

Choose random integer between [0, 1023] 

If the graph formed from that link is connected:  

Flip the system to down state 

Else:  

Flip the statem to up state 

Compute the network reliability as we did in previous pseudo 

code 

Append the results into the reliability_list 

a. K = k + 1 

2. Print results and plot the graphs 

 

3. Results and Analysis 
 

Network reliability vs Parameter - p:  

 

 
Figure 3: p values and corresponding Reliability 

 

 
Figure 4: Network Reliability vs p - value 

 

Analysis:  

• As we can see that the reliability of the network increases 

with increase in p - value and reaches a constant value after 

p increases beyond 0.8. This can also be concluded 

theoretically as the total reliability of a network depends 

on the reliability of each link and with increase in 

reliability of each link the total network reliability 

increases.  

• Hence Network reliability is directly proportional to the 

link reliability ‘p’ 

 

Network Reliability vs parameter – k 
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Figure 5: k values and corresponding Reliability 

 

 
Figure 6: k values and corresponding change in Network 

Reliability 

 

 
Figure 7: Network Reliability vs k 

 

 
Figure 8: Change in Network Reliability vs k 

 

Analysis 

• As we can see the reliability of the network decreases with 

increase in k - value figure - 7. The k - value is nothing, 

but the random error introduced into the network, and we 

can see that with increase in random errors in the network 

the network reliability decreases.  

• Also, from the figure - 8, we can also see that the with 

increase in k value the change in network reliability is 

increasing. This can be supported by the statement that 

with increase in number random errors in the reliability of 

network decreases more rapidly and hence the change in 

the network reliability increases.  

• Thus, it can be concluded that network reliability is 

indirectly proportional to the number of random states to 

be flipped (k) and the change in network reliability is 

directly proportional to k. This is show in below figure - 

7.  

 

4. Conclusion 
 

This study demonstrates how the overall reliability of a 

network depends on individual link reliabilities. Using 

exhaustive enumeration, we computed the network reliability 

for all possible configurations of link failures and observed 

how different link reliabilities affect the system. The results 

show that as the reliability of individual links increases, the 

network becomes more robust. Furthermore, introducing 

random errors in the configuration state has an impact on 

system reliability.  
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