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Abstract: A promising approach to building a distributed platform for shared data that is unchangeable, trustworthy, dependable, and
accessible is blockchain - based drug traceability. The Hyperledger fabric and Hyperledger Besu methodologies are used in this article to
provide a complete study and summary of the present state of drug traceability distribution research on the blockchain technology in

enterprise platform. The Hyperledger Fabric and Besu blockchain -

based platforms satisfy critical requirements for medication

traceability, including privacy, reliability, transparency, security, authorisation, authentication, and scalability. Drug supply chain
transactions are carried out skill fully and securely by the Hyperledger Fabric blockchain platform among a dispersed network of
stakeholders. Various pharmaceutical stakeholder groups comprise this fabric - enabled private, permissioned distributed network, which
supports the efficient and secure execution of medication in supply chain transactions in enterprise system. This study also explains how
blockchain technology is benefiting the healthcare industry while showcasing some of its disruptive aspects that have the potential to

alter current enterprise application in drug tracking procedures.
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1. Introduction

The World Health Organization (WHO) classifies fake
medications as unregulated, wrongly labelled products
whose identity and source are concealed or fraudulently
portrayed on purpose as counterfeit drugs. Fake medications
can be either disguised or falsely represented [1].

Since a substantial portion of these counterfeit
pharmaceuticals are produced and distributed through
healthcare supply networks, they have extremely negative
side effects on the patient's life. Unsecure supply chains
frequently lead to serious issues like safety, security,
authenticity, and traceability issues. New secure, accessible,
and decentralized drug tracing systems must be created in
order to address the problem of counterfeit medicines. Up to
this point, various approaches and techniques have been
proposed and put into use, including mobile technology -
based approaches, serial numbers and QR codes, RFID tags,
potent computational approaches (machine learning), and
serialization solutions that validate drugs at the point of sale.
Although medicine may continue to be an art, the success of,
for instance, the "human genome" project to take into
account genetic variations and provide tailored medical
options ushers in a new era of optimism [2]. Creating
compounds that target particular patient subgroups based on
pharmacogenomics is one component of personalized
therapy, as was previously discussed. Customizing the dose,
dosage form, and drug release kinetics to each patient's
needs, as well as the severity and stage of their disease, is
the other component of personalized medicine [3]. Evolution
of technologies and increased globalization of
pharmaceuticals trade benefited global healthcare industries.
Now people have greater accessibility of critical medicine
and can buy them from trusted source. It is also giving an
opportunity to counterfeiters and illegal drug traders to sell
medicine through social media platforms and dark - web
sites. There are multiple factors which attract people towards

online medicine purchase such as geographical limitations,
lower cost, fast go - to - market time, target direct customers,
and wider reachability to customers [4]

Digital Drug Traceability

By gradually incorporating linked computing platforms and
diagnostic point - of - care sensors into patients' daily
routines, the healthcare sector is rapidly going digital [5].
Some emerging technologies such as, Internet of Things
(1oT) of today's personal mobile and wearable sensors may
detect a variety of things, including functionality, breathing,
biomarkers from sweat, and even a person's mental state [6,
7] DSCSA 2023 Act defines that all trading partners in
supply chain including dispenser and pharmacy must be able
to verify suspected or illegitimate product identifier based on
request made by trading partner, regulatory agency, or any
state agency. DSCSA 2023 compliance recommend having
traceability at unit level instead of lot level so healthcare
industry must adopt a robust system which should have
highest levels of scalable solution [8]. New drug
serialization and traceability mechanisms were evaluated at
the joint initiative of drug manufacturers, wholesale
distributors and community pharmacists. Pharmaceutical
industry is further trying to adopt new secure technologies
like block chain in interoperable digital communications [9].
By establishing digital traceability in the supply chain and
accelerating the regulatory and investigative processes
within a given time frame, the primary goal of
pharmaceutical traceability regulation is to assure patient
safety [10]. As there was no regulatory compliance
provision to encode a unique product identity at the level of
the medication package, the initial requirement was to track
the pharmaceutical product at the lot level (US DSCSA
2015) [11]. Pharmaceutical medication tracking to increase
visibility across the whole pharmaceutical supply chain.
With the printing of a unique identity on each individual
medicine unit, Turkey adopted serialization requirements in
2010. Other markets, including China and South Korea,
already have legislation in place [12]. Since the turn of the
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century, China has mandated that all supply chain
participants in the distribution of medicines record data
about individual drug units in a traceability system. Many
nations around the world have begun to emphasize and even
require the significance of drug traceability [13]. In order to
identify and track specific prescription pharmaceuticals as
they are distributed in the US, the Drug Supply Chain
Security Act (DSCSA), a US regulatory agency, has laid
down measures to achieve interoperable, electronic tracing
of products at the package level [14].

Existing Issues in Digital Drug Traceability in the Supply
Chain

Due to geopolitics, market accessibility issues, and political
unpredictability, major pharmaceutical companies do not
invest in or set up production facilities in poor nations. Some
other conditions such as, high per capita income and price
monopoly in industrialized nations like the USA and
Europe, they are more concentrated on producing and
distributing branded medications. Because of inadequate
infrastructure and a lack of government funding for research
and infrastructure improvements, developing countries face
significant obstacles when it comes to pharmaceutical
industry investment. Existing pharmaceutical facilities
struggle to reach international standards because they must
make significant expenditures in new production and
packaging equipment. The traceability requirements for
digital pharmaceutical items necessitate additional room in
the manufacturing units for specialist packaging equipment,
label grading systems, barcode printers, and vision systems
that print the unique identifier on every level of packaging.
For producers, this system requires a large financial
commitment. Additionally, wholesalers and dispensers must
spend money on sophisticated software and drug scanners
that connect to centralized databases for verification.
Implementing digital drug traceability is problematic
because developing nations lack enough infrastructure [15].
The majority of pharmaceutical producers view this
traceability requirement as an additional investment that
could raise drug prices. The printing of a unique
identification on a drug package has been found to be
insufficient for determining the legitimacy and traceability
of the drug [16]. All stakeholder systems should be linked to
one another via a centralized cloud system (EU - FMD
model for Europe) for real - time traceability and
authenticating content. Because there is no technical system
integration for digitally verifying the authenticity of
medications, counterfeit makers or criminals can readily
reproduce the product's unique identity and supply it to
marketplaces [17]

India is a major producer and exporter of generic
medications [18]. The Directorate General of Foreign Trade
(DGFT) published a public notice on January 10, 2011,
requiring all pharmaceutical drug exporters to create a track
and trace system for serialization in accordance with GS1
standards [19]. All export pharmaceutical consignments are
required by this notice to be serialized using GS1 barcode
standards at various packaging levels. [20]. The lack of
preparedness of traceability systems that complied with
DGFT criteria, drug producers in India encountered
significant  difficulties implementing track and trace
solutions. Many manufacturers used outdated packaging

tools that couldn't encode serialization data in packaging
hierarchies [21]. Generic and prescription medications are
frequently imported into the United States. The DSCSA
requires in 2018 that pharma makers serialize all prescribed
medications sold in the US market [22]. Despite their best
efforts, regulatory authorities in the US market continue to
face difficulties with drug counterfeiting [23]. The FDA and
DSCSA have worked hard to develop stronger regulations
and sanctions throughout the supply chain in an effort to
address this problem. However, through smuggling or other
illicit means, criminals and counterfeiters can enter the
supply chain and provide phony or illegal pharmaceuticals.
Finally, drug authenticity [24].

What is
Applications.
An ERP system is a computer system designed to bring
together the components and operations of each department
into a single, all - encompassing computer system [25]. In
actuality, the main goal of ERP is to improve information
flow throughout all areas of a company's internal operations
while managing the business. ERP is a collection of distinct
but related modules that may be applied as a whole by any
company [26] Contrarily, the pharmaceutical industries
could be threatened by the sale of counterfeit drugs. Instead
of focusing on technical system implementation techniques,
key success criteria for adopting ERP for drug counterfeiting
encourage highly effective enterprise system
implementations for drug traceability and assist the business
in concentrating on the most crucial elements. In order to
achieve the essential requirements of a medication
traceability system, acceptable functionality must be
developed. This functionality can be evaluated by looking at
the success factors of systems that have already been
successfully implemented and how they interact [27].

Enterprise Resource Planning (ERP)

What is Blockchain Technology

A blockchain, in essence, is a decentralized, peer - to - peer,
constantly expanding database (or ledger) of information,
including distributed applications (or smart contracts), that
have been run and distributed among the involved parties. It
makes it possible for systems and apps to function entirely
independently of third parties and trust authorities [28]
Whether a distributed ledger is public or private, its data
structure corresponds to a linked list of blocks containing
transactions. Each item on the list is linked to the block
before it. Additionally, every block's pointer includes the
hash of the block before it. The foundation of blockchain
security is this hash. In fact, anyone can identify an attempt
at content modification by computing a block's hash and
comparing it to the hash stored in the following block to
look for discrepancies. The adversary could attempt to
modify all the hashes from the tampered block to the most
recent block in an effort to prevent this detection. Therefore,
on public chains, it is impossible to change the content of a
block. On the other hand, participants of private chains can
quickly agree offline and change the substance of data. [29].

Blockchain

Counterfeiting
We can make sure that genuine drugs are delivered to a valid
stakeholder at every transfer point and that verified and
authenticated transactions continue to be accessible in

Technology  for  Preventing  Drug
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Medledger by using blockchain technology. This technology
creates an impermeable decentralized drug tracing system,
lowers barriers in the drug supply chain, and promotes
collaboration across pharmaceutical stakeholders with
varying levels of trust. Blockchain technology ensures the
legitimacy of every drug in the supply chain by providing
both privacy and transparency for each drug transaction in a
distributed, decentralized ledger of cryptographically
protected timestamped data. [30].

The blockchain - enabled supply chain method discussed in
this article offers a dependable and proactive means to find
fake and fraudulent drugs by tracking and documenting
transaction activity more securely and transparently through
the shared ledger. Additionally, the blockchain - enabled
cold chain enhances and revolutionizes the safety of
pharmaceuticals by actively detecting risks and the events
they are connected with, monitoring the temperature of
drugs using sensors, and serving as a shared ledger for post -
transaction monitoring. It is extremely difficult for medicine
counterfeiters to supply fake drugs through illicit channels in
a supply chain that uses blockchain technology, which may
raise patients’ confidence that their meds are genuine and
increase their willingness to purchase. By measuring the
temperature of medications at every stage of the supply
chain, the use of blockchain technologies in pharmaceutical
data integration gives firms a competitive edge, safeguards
information from being stolen or changed, and prevents
resource waste.

By utilizing blockchain technology for medicine traceability
and cold chain transportation as well as by distributing
medications between different businesses using loT -
enabled cars, the problem of drug counterfeiting in the
supply chain can be reduced. In this essay, we'll go through
two technological architectural platforms for digital drug
tracing that are built on blockchain technology. Because
they provide a higher level of installation, adaptability,
expansion, security, privacy, and data trustworthiness than
other blockchain platforms, we will mainly concentrate on
the Hyperledger Fabric and Hyperledger Besu platforms as
the foundation of architectures. Basic pharmaceutical design
concepts may be crucial building blocks for creating private
permissioned blockchain ecosystems where pharmaceutical
stakeholders and their end consumers are registered,
monitored, and regulated by a regulatory body, group of
authorities, or stakeholders. Chain codes are designed,
programmed, and implemented utilizing sequence maps in
the drug supply chain environment to control and regulate
interactions between the parties involved [31].

Hyperledger Fabric is a structure for the regulation of
pharmaceutical drug delivery techniques, quality assurance
measures, risk assessment components, and temperature
monitoring. The creation of this temperature and humidity
monitoring system is crucial for preserving the potency of
biopharmaceutical medications. [32] Identity service
modules, interoperability modules, consensus layers,
connectivity layers, contract layers, storage of data modules,
policy service modules, encrypted components, and APIs are
among the nine parts of a hyperledger system [33, 34].

Challenges in Blockchain Technology

To fully realize the enormous potential of blockchains, a
number of issues will need to be solved, especially before
this paradigm change becomes technically, commercially,
and legally feasible in commercial settings. The technical
characteristics of blockchains, such as their governance (i.
e., open, private, or consortium), scalability, data privacy,
and the validity of smart contracts, fall under the first group
of these difficulties. The second set of difficulties surrounds
the creation of workable underlying business models and
incentive systems. At the very least, the legal implications of
blockchains visible a challenge, particularly in France and
Europe, where this technology should be evaluated in light
of upcoming new regulations, like the General Data
Protection Regulation (GDPR), whose goal is to improve
users' privacy and security of their data within the European
Union. [35]

In the study, we found that compared to other fields of
research, the pace of blockchain research for pharmaceutical
medication counterfeiting is quite moderate. The
implementation of blockchain technology in pharmaceutical
drug traceability is fraught with difficulties, including those
related to technical adaptability, interoperability, trade
partner resistance, uniform data practices, regulatory
restrictions, readiness for transparency, and difficulties from
competing developing technologies. 10T networks are
already very big, and as more businesses and other entities
start using them, their size will only increase significantly.
One of the most well - known drawbacks of blockchain
technology is the network's scalability. Scalability has been
viewed as one of the most significant concerns with the
blockchain technology since the inception of the blockchain
community. Many blockchains take a long time to load due
to block size limitations [36].

2. Conclusion

On a blockchain platform, blockchain technology, with an
emphasis on cost and safety, may help pharmaceutical cold
chains and fight medicine counterfeiting. This study
describes how a blockchain - based system may be useful for
drug tracking and the identification of counterfeit
medications throughout the supply chain. To address the
issue of data storage, blockchain platforms can interact with
cloud storage components. Blockchain has the ability to
combine massive heterogeneous data generated from several
sources in order to effectively track medication fraud. The
ability to trace down anything at any time, including medical
supplies, prescriptions, and even the monitoring of
temperature in the pharmaceutical supply chain, is made
possible by blockchain technology.
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