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Abstract: Low Power and Lossy Networks (LLNs) are a class of networks characterized by constrained resources, intermittent 

connectivity, and potential lossy links. These networks find applications in various domains such as Internet of Things (IoT), smart 

grids, and industrial automation. However, the inherent challenges of LLNs, including energy efficiency, routing reliability, and 

scalability, have prompted researchers to explore innovative solutions. Blockchain, a de - centralized and secure distributed ledger 

technology, has emerged as a potential candidate to address these challenges. This systematic review aims to comprehensively analyze 

and evaluate the existing research on utilizing blockchain solutions for routing protocols in LLNs. The review follows a structured 

methodology to identify, categorize, and critically assess the state - of - the - art research contributions in this domain.  

 

Keywords: Blockchain, RPL, LLNs, IoT, Decentralization.  

 

1. Introduction 
 

Low Power and Lossy Networks (LLNs) represent a 

specialized category of networks that play a crucial role in 

various modern applications. These networks are designed to 

operate under specific constraints, making them suitable for 

scenarios where traditional networking technologies may not 

be feasible [1]. LLNs are characterized by their limited 

power availability, intermittent connectivity, and the 

potential for lossy communication links. This unique 

combination of challenges and features has made LLNs 

essential in several cutting - edge applications, including the 

Internet of Things (IoT), smart grids, industrial automation, 

and environmental monitoring [2, 3] 

 

1.1. Internet of Things (IoT):  

 

The IoT refers to the interconnected network of physical 

objects, devices, sensors, and systems that can communicate 

and exchange data autonomously. LLNs are a fundamental 

component of the IoT infrastructure, as they facilitate the 

seamless integration of a myriad of devices across diverse 

environments. IoT devices often operate on battery power 

and need to communicate efficiently even in resource - 

constrained settings [4]. LLNs provide the necessary 

framework to support these devices, enabling real - time data 

collection, analysis, and interaction. Smart homes, wearable 

devices, and asset tracking systems are just a few examples 

of IoT applications heavily reliant on LLNs.  

 

1.2. Smart Grids 

 

The modernization of power grids, known as smart grids, 

involves integrating advanced technologies to improve the 

efficiency, reliability, and sustainability of energy 

distribution. LLNs are integral to this transformation, as they 

enable smart meters, sensors, and control devices to 

communicate with centralized management systems. These 

networks allow utilities to monitor power consumption, 

detect faults, and optimize energy distribution in real time. 

The dynamic nature of smart grids requires resilient 

communication even in challenging conditions, making 

LLNs an indispensable component of their infrastructure.  

 

1.3. Industrial Automation 

 

In industrial settings, LLNs are essential for optimizing 

processes, enhancing productivity, and ensuring worker 

safety. Industrial automation relies on a network of sensors, 

actuators, and controllers that need to exchange information 

efficiently. These networks often operate in harsh 

environments, such as factories or manufacturing plants, 

where maintaining connectivity can be challenging due to 

interference and obstacles. LLNs enable the seamless 

integration of these devices, enabling real - time monitoring, 

control, and data - driven decision - making.  

 

1.4. Environmental Monitoring:  

 

LLNs also find applications in environmental monitoring, 

where remote sensors are deployed to collect data on various 

parameters such as air quality, temperature, and water levels. 

These sensors often need to operate in remote or difficult - 

to - access locations, relying on energy - efficient 

communication and autonomous operation. LLNs provide 

the means to establish reliable communi cation links even in 

areas with limited infrastructure.  

 

In all these applications, the significance of LLNs lies in 

their ability to ad - dress the specific challenges posed by 

constrained resources, intermittent connectivity, and lossy 

communication links. By providing a robust communication 

infrastructure that accommodates these challenges, LLNs 

enable the seamless operation of devices, systems, and 

applications that are critical for modern technological 

advancements. As a result, research and development efforts 

continue to focus on enhancing the efficiency, reliability, 

and security of LLNs, making them an indispensable part of 

our interconnected world.  
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Low Power and Lossy Networks (LLNs) are characterized 

by a unique set of challenges that stem from their 

constrained resources and specific operating environments. 

These challenges significantly impact the design, operation, 

and efficiency of LLNs, influencing the selection of suitable 

technologies and protocols. Some of the key challenges of 

LLNs include:  

 

Energy Constraints: LLN devices, such as sensors and 

actuators in IoT systems, are often battery - powered or 

energy - harvesting devices. This limited energy supply 

necessitates energy - efficient communication strategies to 

extend device lifetimes. Routing protocols and 

communication mechanisms must minimize energy 

consumption during data transmission, reception, and 

processing to ensure the longevity of devices.  

 

Intermittent Connectivity: LLNs are frequently deployed 

in environments where communication links can be unstable 

or intermittent. This could be due to physical obstacles, 

signal interference, or the mobility of devices. Ensuring 

reliable communication despite intermittent connectivity is a 

significant challenge, requiring protocols capable of 

handling disconnections and reconnections seamlessly.  

 

Limited Memory and Processing Power: LLN devices 

often have limited memory and processing capabilities due 

to their small form factors and energy constraints. This 

limitation impacts the complexity of communication 

protocols and encryption techniques that can be employed. 

Efficient algorithms are needed to manage network activities 

without overburdening the devices.  

 

Security and Privacy: The distributed and resource - 

constrained nature of LLNs introduces security 

vulnerabilities. Ensuring the confidentiality, integrity, and 

authenticity of data is challenging, as traditional crypto - 

graphic methods might be computationally expensive. 

Balancing the need for security with the energy constraints 

of LLN devices is a critical consideration.  

 

Quality of Service (QoS) Requirements: Different LLN 

applications have varying QoS requirements. For instance, 

some applications may prioritize low - latency 

communication, while others may emphasize energy 

efficiency. Designing routing protocols that can cater to 

diverse QoS needs is a challenge that requires careful trade - 

offs.  

 

Standardization and Interoperability: LLNs encompass 

various technologies and protocols, leading to potential 

interoperability issues. Developing standardized protocols 

that can work seamlessly across different LLN environments 

is crucial for the widespread adoption of LLN technologies.  

 

Addressing these challenges requires a multidisciplinary 

approach involving advancements in networking protocols, 

energy - efficient communication techniques, algorithm 

design, and innovative hardware solutions. As LLNs 

continue to play a vital role in modern applications, 

overcoming these challenges is es - sential for unlocking 

their full potential.  

 

1.5. Blockchain Technology:  

 

Blockchain technology has emerged as a potential solution 

to address the unique challenges posed by Low Power and 

Lossy Networks (LLNs) [5]. Originally designed as the 

foundational technology behind cryptocurrencies like Bit - 

coin, blockchain’s decentralized, secure, and immutable 

nature offers several features that can alleviate the 

constraints and enhance the capabilities of LLNs. By 

introducing blockchain into LLNs, it is possible to tackle 

issues such as energy efficiency, intermittent connectivity, 

and data reliability in innovative ways as been studied in 

previous studies [6, 7, 8, 9, 10]. Here’s how blockchain 

technology can address LLN challenges:  

 

Decentralization and Trust: Blockchain operates on a 

decentralized ar - chitecture, eliminating the need for a 

central authority to manage trans - actions. In LLNs, this 

characteristic can enhance trust among devices, allowing 

them to interact without relying on a single point of control. 

By decentralizing control, LLN devices can collaborate 

more effectively, verify transactions autonomously, and 

establish a trustworthy environment.  

 

Data Integrity and Security: Blockchain’s immutability 

ensures that once data is recorded, it cannot be altered or 

tampered with without consensus from the network. This 

feature addresses concerns related to data integrity and 

security in LLNs. In scenarios where data is critical, such as 

industrial automation or environmental monitoring, 

blockchain can en - sure the authenticity and reliability of 

information, even in the presence of potential malicious 

actors.  

 

Smart Contracts for Automation: Smart contracts 

embedded in blockchain technology allow for automated 

and secure execution of predefined rules and actions. In 

LLNs, this can enable autonomous device management, 

efficient resource allocation, and optimized routing 

decisions. This au - tomation reduces the need for 

centralized control and human intervention, making LLN 

networks more adaptive and efficient.  

 

Energy Efficiency and Resource Conservation: 

Blockchain’s consensus mechanisms, such as Proof of Stake 

(PoS) or Proof of Authority (PoA), re - quire significantly 

less computational power compared to traditional Proof of 

Work (PoW) consensus. This energy - efficient nature aligns 

well with the energy constraints of LLN devices, allowing 

for consensus without draining limited battery resources.  

 

Interoperability and Standardization: The adoption of 

blockchain tech - nology can lead to standardized protocols 

and interoperability frameworks that facilitate 

communication among diverse LLN devices. This can lead 

to greater compatibility, smoother integration, and improved 

scalability across different LLN applications.  

 

While blockchain technology offers promising solutions to 

several LLN chal - lenges, it’s important to note that its 

implementation requires careful consid - eration of trade - 

offs, such as computational overhead and data storage 

require - ments. Nonetheless, by leveraging the 
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decentralized, secure, and efficient fea - tures of blockchain, 

LLN ecosystems can become more resilient, secure, and 

capable of handling the demands of modern applications in 

energy - constrained environments.  

 

2. Methodology 
 

2.1. Search Strategy 

 

The systematic review was conducted following a 

comprehensive search strategy to identify relevant literature. 

Databases including IEEE Xplore, ACM Dig - ital Library, 

and Google Scholar were searched using a combination of 

keywords and phrases. The search strings combined terms 

related to ―blockchain,‖ ‖routing protocols, ‖ and ‖Low 

Power and Lossy Networks. ‖ Studies were screened based 

on inclusion criteria focusing on relevance to the research 

theme, publication year, and scientific rigor.  

 

2.2. Inclusion/Exclusion Criteria 

 

Inclusion criteria were established to select studies that align 

with the re - search theme and meet specific quality 

standards. The following criteria were applied during the 

initial screening process: (1) Relevance: Studies focused on 

blockchain solutions for enhancing routing protocols in Low 

Power and Lossy Networks. (2) Publication Year: Studies 

published within the last ten years to ensure relevance to 

recent developments. (3) Research Quality: Peer - reviewed 

articles, conference papers, and reputable sources were 

included to ensure scien - tific rigor. (4) Exclusion criteria 

were used to eliminate studies that did not meet the scope or 

quality standards: (5) Irrelevance: Studies unrelated to 

blockchain integration with routing protocols in LLNs. (7) 

Duplicate Studies: Multiple in - stances of the same study 

were excluded. (8) Lack of Full Text: Studies lacking full - 

text availability were excluded.  

 

2.3. Screening Process:  

 

The initial search results were screened based on title and 

abstract to determine their relevance to the research topic. 

Studies meeting the inclusion criteria progressed to full - 

text assessment. During the full - text assessment, studies 

were further evaluated for their alignment with the research 

theme and methodology quality.  

 

2.4. Data Extraction Process:  

 

Data extraction involved systematically extracting key 

information from the selected studies. The following 

information was extracted: (1) Study Title and Authors (2) 

Publication Venue and Year (3) Research Objective and 

Scope Blockchain Integration Approach (e. g., modifications 

to existing protocols, new blockchain - based protocols) (5) 

Evaluation Metrics (e. g., energy efficiency, latency, 

scalability) (6) Performance Results and Findings (7) 

Limitations and Challenges Identified (8) Contributions and 

Innovations 

 

 

 

 

2.5. Results Presentation 

 

The findings from the systematic review were presented in a 

structured man - ner, encompassing categorization of studies 

based on blockchain integration approaches, performance 

evaluations, challenges identified, and potential benefits.  

 

2.6. Discuss databases, keywords, and search strings used 

for literature search The systematic literature search for 

studies on ‖Blockchain Solutions for Routing Protocols in 

Low Power and Lossy Networks‖ involved selecting 

appropriate databases, designing effective search keywords, 

and constructing search strings. The goal was to cast a wide 

net while maintaining relevance to the research topic. Here’s 

how the search strategy was structured:  

 

2.6.1. Databases:  

A selection of reputable academic databases and digital 

libraries were chosen to cover a broad spectrum of research 

sources. These included: (1) Scopus (2) IEEE Xplore (3) 

ACM Digital Library (4) Google Scholar 

 

2.6.2. Keywords:  

Keywords were carefully chosen to capture the main themes 

of the research topic. These keywords encompassed 

concepts related to blockchain technology, routing protocols, 

and Low Power and Lossy Networks (LLNs). Some primary 

keywords and their variations included: ‖Blockchain‖, 

‖Distributed Ledger‖, ‖Routing Protocols‖, ‖Low Power 

Networks‖, ‖Lossy Networks‖, ‖Energy Efficiency‖, ‖IoT‖, 

‖Decentralized‖, and ‖Consensus Mechanisms‖ 

 

2.6.3. Search Strings:  

Search strings were constructed using combinations of the 

identified key - words to capture the essence of the research 

topic. The search strings were designed to be adaptable 

across different databases while maintaining their 

specificity. Example search strings included: (‖Blockchain‖ 

OR ‖Distributed Ledger‖) AND (‖Routing Protocols‖ OR 

‖Routing Algorithms‖) AND (‖Low Power Networks‖ OR 

‖Low Energy Net - works‖) (‖Blockchain‖ OR ‖Distributed 

Ledger‖) AND (‖Routing Protocols‖ OR ‖Routing 

Algorithms‖) AND (‖Lossy Networks‖ OR ‖Intermittent 

Connec - tivity‖) (‖Blockchain‖ OR ‖Distributed Ledger‖) 

AND (‖Energy Efficiency‖ OR ‖Power Consumption‖) 

AND (‖IoT‖ OR ‖Internet of Things‖)  

 

2.6.4. Search Iteration:  

Multiple iterations of the search strategy were conducted, 

refining keywords and search strings based on initial search 

results. This iterative process helped ensure that relevant 

studies were not missed and that the search was not overly 

broad.  

 

2.6.5. Screening and Selection:  

The search results were screened based on title and abstract 

to identify studies that met the inclusion criteria outlined in 

the systematic review methodology. Full - text assessments 

were then performed on the selected studies to determine 

their alignment with the research topic and their quality.  

 

By combining relevant databases, well - chosen keywords, 

and refined search strings, the systematic literature search 
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aimed to comprehensively identify stud - ies related to the 

integration of blockchain solutions with routing protocols in 

Low Power and Lossy Networks. This approach ensured that 

a diverse range of studies from reputable sources were 

considered in the systematic review process.  

 

2.6.6. Distribution performance by Type 

According to the distribution performance space, the articles 

chosen for re - view are categorised in this section. Figure 1 

shows how the papers are distributed according to their 

broad type: 35.5 per cent come from conferences papers, 2.5 

per cent come from literature reviews, 3.8 per cent come 

from book chapter, 15.2 per cent come from conference 

reviews while 43.0 per cent come from primary research 

articles in reputable publications.  

 

 
Figure 1: Distribution performance by Type 

 

2.6.7 Classified by Publication Year 

Figures 2 and 3 show how regularly articles are published in 

a certain field. Prior to 2018, there was little interest in the 

domain and subject interest, and just 1 per cent of the 

reviewed publications are published papers from that period. 

However, the number of publications that are declared in 

Figure 4 each year has increased significantly since 2018. In 

fact, 25 per cent of the evaluated articles in 2022, get the 

highest. Given the availability of new wearable technologies 

and 5G networks, it is fair to anticipate that the quantity of 

articles discussing IoT attack defences will increase.  

 

 
Figure 2: Distribution performance by publication year 

 

 
Figure 3: Distribution performance by application area 

 

 
Figure 4: Distribution performance by highest publication 

 

2.7. Detail screening process for selecting relevant studies 

and the selection criteria applied 

 

The screening process for selecting relevant studies in the 

systematic re - view of ‖Blockchain Solutions for Routing 

Protocols in Low Power and Lossy Networks‖ involved a 

structured approach to identify and include studies that 

aligned with the research objectives while adhering to 

predefined criteria. The process consisted of several stages:  

 

2.7.1. Initial Screening:  

In the initial stage, search results were screened based on the 

titles and abstracts of studies. The goal was to identify 

studies that appeared to be relevant to the research topic. 

During this stage, studies were excluded if they were clearly 

unrelated to blockchain solutions for routing protocols in 

Low Power and Lossy Networks.  

 

2.7.2. Full - Text Assessment:  

Studies that passed the initial screening were subjected to a 

full - text assessment to determine their eligibility for 

inclusion in the systematic review. The full - text assessment 

involved a more detailed evaluation of the studies’ content 

to ensure alignment with the research objectives and 

methodology quality.  

 

2.7.3. Inclusion Criteria:  

Inclusion criteria were established to guide the selection of 

studies that met the research scope and quality standards. 

Studies needed to fulfill the following criteria to be 

included: (1) Relevance: Studies focused on the integration 

of blockchain technology with routing protocols in Low 

Power and Lossy Networks.  
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(2) Publication Year: Studies published within the last 

ten years to ensure relevance to recent developments. (3) 

Research Quality: Peer - reviewed articles, conference 

papers, and reputable sources were preferred to ensure 

scientific rigor.  

 

2.7.4. Exclusion Criteria 

Exclusion criteria were used to eliminate studies that did not 

meet the de - fined scope or quality standards. Studies were 

excluded if they fell into the following categories: (1) 

Irrelevance: Studies unrelated to the research topic or those 

that primarily focused on other networking aspects. (2) 

Duplicate Studies: Multiple instances of the same study were 

excluded to avoid redundancy. (3) Lack of Full Text: Studies 

lacking full - text availability were excluded to ensure 

thorough analysis 

 

2.7.5. Quality Assessment:  

While not explicitly part of the screening process, a quality 

assessment was performed during the full - text assessment 

stage. Studies were evaluated for their research design, 

methodology clarity, empirical validation, and relevance to 

the research topic. High - quality studies were given more 

weight in the analysis and synthesis 

 

2.7.6. Iterative Review:  

The screening process was iterative, involving periodic 

reviews and discussions among reviewers to ensure 

consistency and minimize biases. Any disagreements on 

study inclusion or exclusion were resolved through 

consensus.  

 

By implementing this systematic screening process, the aim 

was to ensure that only high - quality studies closely related 

to blockchain solutions for routing protocols in Low Power 

and Lossy Networks were included in the systematic review. 

This approach helped maintain the review’s rigor and 

provided a reliable foundation for analysis and conclusions.  

 

3. Blockchain in LLNs 
 

Blockchain technology is a decentralized and secure 

distributed ledger system that has the potential to 

revolutionize various industries, including Low Power and 

Lossy Networks (LLNs) [11, 12]. In LLNs, blockchain 

technology offers unique benefits and solutions to address 

the challenges posed by constrained resources, intermittent 

connectivity, and potential link losses [13, 14].  

 

3.1. Overview of blockchain technology, its 

characteristics, and its advantages in LLN scenarios 

 

Blockchain technology is a decentralized and secure digital 

ledger system that enables the transparent and tamper - proof 

recording of transactions and data [15, 23]. It has gained 

widespread attention beyond its original use in 

cryptocurrencies, offering a range of applications in various 

industries, including Low Power and Lossy Networks 

(LLNs). Incorporating blockchain technology into Low 

Power and Lossy Networks presents innovative solutions to 

the challenges posed by intermittent connectivity, limited 

resources, and data integrity. Its decentralized and secure 

nature aligns well with the requirements of LLN scenarios, 

enhancing trust, reliability, and efficiency in communication 

and data management [16, 17].  

 

3.1.1. Key Characteristics of Blockchain:  

 Decentralization: Blockchain operates on a distributed 

network of nodes, removing the need for a central authority 

to validate transactions. Trans - actions are verified through 

consensus mechanisms among participants.  

 Immutability: Once data is recorded on a blockchain, it 

cannot be altered or deleted without consensus from the 

network. This immutability ensures data integrity and 

prevents unauthorized changes.  

 Cryptography: Blockchain employs cryptographic 

techniques to secure data and ensure privacy. Transactions 

are cryptographically hashed, making them secure and 

tamper - resistant.  

 Transparency: All participants in a blockchain network 

have access to the same version of the ledger, creating 

transparency and reducing the potential for fraud.  

 Smart Contracts: Smart contracts are self - executing 

scripts that automate actions when predefined conditions are 

met. They enhance automation and enforce business logic 

without intermediaries.  

 Consensus Mechanisms: Blockchain networks use 

consensus algorithms to agree on the state of the ledger. 

Various mechanisms like Proof of Work (PoW), Proof of 

Stake (PoS), and others ensure transaction validation and 

network security.  

 

3.1.2. Advantages of Blockchain in LLN Scenarios:  

 

Trust and Security: Blockchain’s decentralized and tamper - 

proof nature enhances trust among LLN devices. It ensures 

data integrity, security, and prevents unauthorized access, 

mitigating risks associated with unreliable communication 

links.  

 Data Integrity and Auditing: In LLNs, where data 

accuracy is crucial, blockchain’s immutability guarantees 

that data remains unchanged once recorded. This is 

particularly valuable in critical applications like 

industrial automation or medical monitoring.  

 Decentralized Consensus: LLNs often operate in 

environments with intermittent connectivity. 

Blockchain’s consensus mechanisms adapt well to these 

scenarios, allowing devices to agree on the state of the 

ledger even without continuous communication.  

 Energy Efficiency: Some consensus mechanisms, like 

Proof of Stake, are energy - efficient compared to 

traditional approaches like Proof of Work. This aligns 

with the energy constraints of LLN devices, helping to 

conserve battery life.  

 Autonomy and Redundancy: Blockchain enables LLN 

devices to autonomously execute actions through smart 

contracts. Moreover, the distributed nature of blockchain 

ensures data redundancy, ensuring continued operation 

even in the presence of communication failures.  

 Tamper - Resistant Data Sharing: In LLNs, where data 

sharing is vital, blockchain ensures secure and tamper - 

resistant data exchange. This is especially relevant in 

applications like supply chain management or 

environmental monitoring.  
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 Privacy Preservation: Through cryptography, blockchain 

ensures data privacy while still allowing selective sharing 

of information. This is important in LLNs where data 

privacy is a concern.  

 

4. Performance Evaluation 
 

The performance evaluation of blockchain solutions for 

routing protocols in Low Power and Lossy Networks 

(LLNs) involves assessing how well these solutions address 

the unique challenges and requirements of LLNs. This 

evaluation encompasses various metrics that gauge the 

efficiency, reliability, and effectiveness of integrating 

blockchain technology with routing protocols [18, 19].  

 

4.1. The metrics used to evaluate the performance of 

blockchain - enabled routing protocols in LLNs.  

 

Here are some key metrics used to evaluate the performance 

of blockchain - enabled routing protocols in LLNs [20]:  

 

4.1.1. Energy Efficiency:  

LLNs operate under energy constraints. Evaluate how the 

integration of blockchain impacts energy consumption. 

Measure the energy consumed for consensus mechanisms, 

transaction validation, and communication overhead. 

Compare energy consumption with and without blockchain 

integration.  

 

4.1.2. Latency and Delay:  

Low latency is crucial in LLNs, especially for real - time 

applications. Analyze the impact of blockchain on 

communication latency, including the time required for 

transaction validation and consensus. Compare latency 

before and after blockchain integration.  

 

4.1.3. Packet Delivery Ratio (PDR):  

PDR measures the ratio of successfully delivered packets to 

the total sent packets. Evaluate how blockchain integration 

affects PDR, considering the reliability of data transmission 

in LLNs 

 

4.1.4. Scalability:  

Assess the scalability of blockchain - enabled routing 

protocols as LLN net - work size increases. Analyze the 

impact of larger networks on transaction processing, 

consensus time, and overall system performance.  

 

4.1.5. Memory and Storage Overhead:  

Blockchain adds overhead due to its distributed nature. 

Evaluate the impact of blockchain on memory and storage 

requirements of LLN devices. Measure the additional 

resources needed for blockchain data storage.  

 

4.1.6. Throughput:  

Throughput measures the number of transactions processed 

per unit of time. Evaluate how blockchain integration affects 

the overall throughput of LLN communication. Consider 

both successful transactions and failed ones.  

 

4.1.7. Impact on Routing Efficiency:  

Examine how blockchain integration affects the routing 

efficiency of LLN networks. Assess whether blockchain 

enables better path selection, reduces route discovery 

latency, and improves overall routing performance.  

 

4.1.8. Comparison with Traditional Routing Protocols:  

Compare the performance of blockchain - enabled routing 

protocols with traditional routing protocols (e. g., RPL, 

AODV) in LLNs. Highlight the advantages and 

disadvantages of each approach.  

 

By systematically evaluating these performance aspects, 

researchers can gain insights into the practical feasibility, 

benefits, and challenges of integrating blockchain solutions 

with routing protocols in Low Power and Lossy Networks. 

This evaluation informs the decision - making process for 

adopting and optimizing blockchain technology in LLN 

scenarios.  

 

4.2. Compare and contrast the performance outcomes of 

different studies, including energy efficiency, latency, 

reliability, and scalability 

 

Comparing and contrasting the performance outcomes of 

different studies that focus on Blockchain Solutions for 

Routing Protocols in Low Power and Lossy Networks 

(LLNs) provides insights into the effectiveness of various 

approaches. Here’s a comparison of these studies based on 

energy efficiency, latency, reliability, and scalability:  

 

5. Routing Protocols in LLNs 
 

Routing protocols in Low Power and Lossy Networks 

(LLNs) play a critical role in enabling communication 

among resource - constrained devices with intermittent 

connectivity [20]. These protocols determine how data 

packets are forwarded from source nodes to destination 

nodes while navigating through the network’s constrained 

and potentially unreliable links. Routing protocols in LLNs 

are designed to address the unique challenges posed by 

devices with limited processing power, memory, and energy 

resources [21]. The primary objective of a routing protocol 

in LLNs is to establish efficient and reliable paths for data 

transmission between nodes, while considering the energy 

constraints and intermittent connectivity characteristic of 

LLNs [23].  

 

5.1 Key Characteristics:  

 

 Energy Efficiency: Routing protocols in LLNs focus on 

conserving energy, as devices often operate on limited 

battery power. The protocol aims to minimize energy 

consumption during data forwarding and path discovery.  

 Adaptive Routing: LLNs often experience dynamic 

changes in network topology due to mobile devices or 

intermittent links. Routing protocols need to adapt to 

these changes by dynamically discovering and updating 

routes.  

 Intermittent Connectivity: LLNs may have intermittent 

or lossy links, requiring routing protocols to handle 

scenarios where communication links are not 

consistently available.  

 Route Discovery: Routing protocols need to efficiently 

discover routes between source and destination nodes. 
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However, due to limited resources, the route discovery 

process should be lightweight and energy - efficient.  

 Multi - Hop Communication: In LLNs, direct 

communication between nodes may not always be 

possible due to limited radio range. Routing protocols 

enable multi - hop communication, where data is relayed 

through intermediate nodes to reach the destination.  

 Reliability: Since data loss is common in LLNs, routing 

protocols need to ensure reliable data delivery by 

retransmitting lost packets or utilizing mechanisms like 

acknowledgments.  

 Security and Privacy: Routing protocols need to 

consider security and privacy concerns. Encryption, 

authentication, and authorization mechanisms are crucial 

to protect data and ensure secure communication.  

 

5.2 Types of Routing Protocols in LLNs:  

 

 Proactive Protocols: These maintain a consistent 

routing table regardless of network changes. 

Examples include Destination - Sequenced 

Distance Vector (DSDV) and Optimized Link State 

Routing (OLSR).  

 Reactive Protocols: Also known as on - demand 

protocols, these initiate route discovery only when 

a specific data transmission is required. Ad hoc On 

- Demand Distance Vector (AODV) and Dynamic 

Source Routing (DSR) are examples.  

 Hybrid Protocols: These combine proactive and 

reactive elements. They maintain routing 

information for frequently visited nodes while 

discovering routes on demand for others. Zone 

Routing Protocol (ZRP) is a hybrid protocol.  

 

5.3. Challenges 

 

Designing routing protocols for LLNs presents several 

challenges due to the unique characteristics of these 

networks [23, 24, 26]:  

 Energy Efficiency: Routing decisions should optimize 

energy consumption to prolong device battery life.  

 Intermittent Links: Handling lossy links and 

intermittent connectivity requires dynamic route 

maintenance and error recovery mechanisms.  

 Limited Resources: Routing protocols must operate 

within the constraints of limited processing power, memory, 

and bandwidth.  

 Scalability: Ensuring efficient routing as the network 

scales in size and complexity is challenging.  

 

In summary, routing protocols in Low Power and Lossy 

Networks are crucial for enabling communication among 

resource - constrained devices. These proto - cols need to 

address the challenges posed by energy constraints, 

intermittent connectivity, and dynamic network topologies 

to ensure efficient and reliable data transmission.  

 

There are several routing protocols specifically designed for 

Low Power and Lossy Networks (LLNs) to address the 

unique challenges posed by devices with limited resources 

and intermittent connectivity. Here, I’ll describe three promi 

- nent routing protocols for LLNs: RPL, AODV, and DSR.  

 

5.4 RPL (Routing Protocol for Low Power and Lossy 

Networks):  

 

RPL is a standardized routing protocol specifically designed 

for LLNs, which are typically found in applications like 

Industrial IoT and home automation. RPL operates as a 

distance - vector routing protocol and supports both 

proactive and reactive modes.  

 

5.4.1. Key Features:  

 

 Objective- Oriented: RPL is designed to optimize 

energy consumption, reliability, and latency for 

LLNs. It prioritizes routes based on user - defined 

objectives.  

 DODAG (Destination - Oriented Directed 

Acyclic Graph): RPL constructs a DODAG, a 

directed tree - like structure, to organize nodes 

hierarchically. The DODAG helps in efficient data 

routing and management.  

 Parent Selection: Each node in the DODAG 

selects one or more parent nodes to forward its 

traffic. This selection is based on link quality, 

energy, and other factors.  

 Rank Metrics: Nodes in the DODAG have a 

‖rank‖ that determines their position in the tree. 

Nodes select parents with higher ranks, creating a 

hierarchical structure.  

 Multi - Instance Support: RPL supports multiple 

DODAG instances within the same network, 

allowing segmentation for different applications or 

traf - fic types.  

 

5.5 Ad hoc On - Demand Distance Vector (AODV):  

 

AODV is an on - demand routing protocol designed for 

mobile ad hoc net - works, which can also be adapted for 

LLNs.  

 

5.5.1. Key Features:  

 

 Route Discovery: AODV initiates route discovery only 

when needed, re - ducing control message overhead. This 

makes it well - suited for LLNs with intermittent 

connectivity.  

 Hop - by - Hop Forwarding: Data packets are forwarded 

hop by hop based on routing tables established through 

route discovery.  

 Route Maintenance: AODV maintains routing tables by 

periodically sending control messages to refresh routes 

and detect link failures.  

 Sequence Numbers: Each node maintains a sequence 

number to identify the freshness of routes. This helps in 

preventing loops and selecting better routes.  

 

5.6 Dynamic Source Routing (DSR)  

 

DSR is an on - demand routing protocol that focuses on 

allowing nodes to dynamically discover routes as needed.  

 

5.6.1. Key Features 

Paper ID: SR23910200613 DOI: 10.21275/SR23910200613 1249 



International Journal of Science and Research (IJSR) 
ISSN: 2319-7064 

SJIF (2022): 7.942 

Volume 12 Issue 9, September 2023 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

 Route Discovery: In DSR, nodes discover routes on 

demand by broad - casting route request packets. 

Intermediate nodes store the route as they forward the 

request.  

 Source Routing: DSR uses source routing, where the 

source node specifies the complete path a packet should take 

in its header.  

 Route Caching: Intermediate nodes cache routes they 

encounter, which helps reduce route discovery overhead for 

frequently visited destinations.  

 Route Reply: When the destination or an intermediate 

node with a cached route receives a route request, it sends a 

route reply packet back to the source node.  

 

5.7 Comparison 

 

 RPL vs. AODV/DSR: RPL is more tailored to LLNs, 

focusing on en - ergy efficiency and hierarchical 

organization. AODV and DSR are more general - purpose, 

adapted for LLNs due to their on - demand nature.  

 AODV vs. DSR: Both AODV and DSR are on - demand 

protocols, but DSR uses source routing while AODV uses 

hop - by - hop routing.  

 

In summary, RPL, AODV, and DSR are routing protocols 

designed to ad - dress the unique challenges of LLNs. RPL 

is optimized for energy efficiency and hierarchical 

organization, AODV focuses on on - demand route 

discovery, and DSR uses source routing to dynamically 

discover routes as needed. The choice of protocol depends 

on the specific requirements and characteristics of the LLN 

application.  

 

6. Challenges and Open Issues 
 

Blockchain solutions for routing protocols in Low Power 

and Lossy Networks (LLNs) bring promising advantages, 

but they also face several challenges and open issues that 

need to be addressed for successful implementation [25, 26]. 

Here are some of the key challenges and open issues [27, 

28]:  

 

6.1 Energy Efficiency 

 

The energy efficiency of blockchain solutions for routing 

protocols in Low Power and Lossy Networks (LLNs) is a 

critical consideration due to the resource - constrained nature 

of these networks. Integrating blockchain technology into 

LLNs introduces additional computational and 

communication overhead, which can impact the energy 

consumption of the network. Therefore, evaluating and 

optimizing the energy efficiency of blockchain - enabled 

routing protocols is crucial for ensuring the practicality and 

feasibility of such solutions. Here are key factors to 

consider: Consensus Mechanism Selection, Transaction 

Validation, Data Storage and Optimization of Smart 

Contracts. Evaluating the energy efficiency of blockchain 

solutions for routing protocols in LLNs involves modeling 

energy consumption, conducting simulations, and real - 

world testing. Comparative studies can be performed to 

assess the energy impact of different consensus mechanisms, 

transaction volumes, and network sizes. By carefully 

considering these factors and optimizing blockchain - related 

processes, researchers and practitioners can develop energy - 

efficient blockchain - enabled routing protocols that are well 

- suited for the energy - constrained environment of Low 

Power and Lossy Networks.  

1) Challenge: Blockchain transactions and consensus 

mechanisms can be energy - intensive, which conflicts 

with the energy constraints of LLN de - vices.  

2) Open Issue: Developing energy - efficient consensus 

mechanisms and optimizing transaction validation to 

minimize energy consumption while maintaining 

security.  

 

Latency and delay are important considerations when 

evaluating the performance of blockchain solutions for 

routing protocols in Low Power and Lossy Networks 

(LLNs). Blockchain introduces additional processes, such as 

transac - tion validation and consensus mechanisms, which 

can impact the time it takes for data to traverse the network. 

In LLNs, where real - time communication and 

responsiveness are crucial, managing latency and delay is 

essential. Here’s how latency and delay are affected by 

blockchain solutions in LLNs: Transaction Validation 

Latency, Consensus Process Latency, Data Propagation 

Latency, and Network Size and Scalability. However, to 

address latency and delay challenges, researchers and 

practitioners can:  

 Optimize consensus mechanisms for energy - efficient 

and faster transaction validation.  

 Investigate mechanisms to parallelize or offload 

consensus processes to minimize latency.  

 Design routing strategies that prioritize low - latency 

paths for critical data.  

 Explore trade - offs between latency, security, and 

network efficiency in LLNs.  

 

1) Challenge: Blockchain transactions introduce latency due 

to consensus and validation processes, which may be 

problematic for real - time applica - tions in LLNs.  

2) Open Issue: Designing mechanisms to reduce latency 

impact and improve real - time responsiveness in 

blockchain - enabled routing protocols.  

 

Ultimately, managing latency and delay in blockchain - 

enabled routing proto - cols for LLNs requires a 

comprehensive understanding of the network’s requirements 

and the specific blockchain mechanisms used. Balancing the 

benefits of blockchain with the need for low latency is 

crucial for successful implementation in LLN scenarios.  

 

6.2 Scalability 

 

Scalability is a crucial factor to consider when evaluating the 

feasibility and effectiveness of blockchain solutions for 

routing protocols in Low Power and Lossy Networks 

(LLNs). Scalability refers to the ability of a system to handle 

increasing workloads, data volume, and network size while 

maintaining performance and efficiency. Blockchain 

technology inherently presents challenges in terms of 

scalability due to its distributed nature and the need for 

consensus mechanisms. Here’s how scalability is impacted 

by blockchain solutions in LLNs: Limited Resources, 

Consensus Overhead, Network Topology Changes, Sharding 
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and Partitioning and Off - Chain Solutions. To address 

scalability challenges, researchers and practitioners can:  

 Investigate consensus mechanisms that are more energy - 

efficient and suit - able for LLNs.  

 Design and evaluate sharding mechanisms that divide the 

blockchain into manageable parts.  

 Explore off - chain solutions to reduce the load on the 

main blockchain network.  

 Optimize data storage mechanisms to reduce the storage 

requirements for LLN devices.  

 Consider network topology changes and dynamic routing 

strategies to accommodate LLN characteristics.  

 

1) Challenge: Blockchain’s inherent scalability limitations 

can hinder its adoption in large - scale LLNs with 

numerous devices and transactions.  

2) Open Issue: Exploring sharding techniques, off - chain 

solutions, or hybrid approaches to enhance blockchain 

scalability while maintaining data integrity and security.  

 

Overall, scalability is a critical aspect when implementing 

blockchain solutions for routing protocols in LLNs. Striking 

a balance between blockchain’s benefits and the constraints 

of LLNs requires careful design, optimization, and trade - 

offs to ensure that the network can grow while maintaining 

efficient and reliable operations.  

 

6.3 Overhead and Storage:  

 

Overhead and storage are significant considerations when 

assessing the feasibility and effectiveness of blockchain 

solutions for routing protocols in Low Power and Lossy 

Networks (LLNs). The distributed and immutable nature of 

blockchain introduces additional data overhead and storage 

requirements that need to be managed within the constraints 

of LLN devices. Here’s how overhead and storage are 

impacted by blockchain solutions in LLNs: Data Overhead, 

Transaction Payload, Consensus Communication, Scalability 

Challenges, Off - Chain Solutions, and Storage 

Requirements. To address overhead and storage challenges, 

researchers and practitioners can:  

 Explore data pruning and compression techniques 

to minimize the storage footprint of blockchain data 

on LLN devices.  

 Investigate off - chain solutions to keep critical data 

off the main blockchain network and reduce storage 

and communication overhead.  

 Design blockchain solutions that prioritize essential 

data for routing pro - tocols while minimizing 

unnecessary metadata.  

 Optimize block creation frequency and block size 

to strike a balance be - tween data overhead and 

network performance.  

 Consider trade - offs between data redundancy, data 

integrity, and storage constraints in LLNs.  

 

1) Challenge: The overhead introduced by blockchain data 

structures and transaction validation can strain the limited 

memory and storage resources of LLN devices.  

2) Open Issue: Researching data compression methods, 

pruning strategies, or optimized data structures to minimize 

storage requirements while pre - serving blockchain 

functionality.  

 

Managing data overhead and storage is essential to ensure 

that blockchain - enabled routing protocols can operate 

effectively within the constraints of LLNs. By employing 

optimization strategies, efficient data management 

techniques, and considering the specific requirements of 

LLN applications, blockchain solutions can be designed to 

minimize overhead and storage challenges.  

 

6.4 Security and Privacy:  

 

Security and privacy are critical aspects when implementing 

blockchain solutions for routing protocols in Low Power and 

Lossy Networks (LLNs). While blockchain technology 

offers tamper - proof data storage and enhanced security, its 

integration into LLNs must address the unique challenges 

posed by resource - constrained devices and intermittent 

connectivity. Here’s how security and privacy are impacted 

by blockchain solutions in LLNs: Data Integrity, 

Authentication and Authorization, Immutable Ledger, 

Resource - Constrained Considerations, Privacy Concerns, 

and Private Transactions. To address security and privacy 

challenges, researchers and practitioners can:  

 Design blockchain solutions that incorporate strong 

authentication and authorization mechanisms.  

 Explore cryptographic techniques to protect sensitive 

routing data while maintaining blockchain’s 

transparency.  

 Evaluate consensus mechanisms for their security 

properties in the context of LLNs.  

 Implement encryption and secure communication 

protocols for data ex - change between LLN devices.  

 Investigate privacy - preserving techniques and 

mechanisms that ensure confidentiality while 

maintaining routing functionality.  

 

1) Challenge: Ensuring data privacy and security while 

maintaining blockchain’s transparency is complex in LLNs 

with constrained resources.  

2) Open Issue: Designing encryption and authentication 

mechanisms that protect sensitive data while enabling secure 

and tamper - proof communication.  

 

Balancing the benefits of enhanced security and privacy with 

the constraints of LLNs is essential. By carefully designing 

blockchain solutions that address these challenges, LLNs 

can benefit from the security features offered by blockchain 

technology while maintaining the operational efficiency 

required for routing protocols.  

 

6.5 Adoption and Deployment:  

 

The adoption and deployment of blockchain solutions for 

routing protocols in Low Power and Lossy Networks 

(LLNs) present several challenges and considerations due to 

the unique characteristics of LLNs and the complexities of 

implementing blockchain technology. Ensuring successful 

adoption and deployment involves addressing technical, 

practical, and operational aspects. Here’s how adoption and 

deployment are influenced by blockchain solutions in LLNs: 
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Complexity and Learning Curve, Interoperability, 

Scalability Concerns and Operational Integration.  

 

Successful adoption and deployment of blockchain solutions 

for routing protocols in LLNs require a holistic approach 

that considers technical, practical, operational, and 

regulatory factors. By addressing these challenges and 

considerations, stakeholders can overcome barriers and 

harness the benefits of blockchain technology to enhance 

routing protocols in LLNs.  

 

1) Challenge: Integrating blockchain into LLN 

infrastructure may face resistance due to perceived 

complexity, resource constraints, and operational challenges.  

2) Open Issue: Developing user - friendly tools, 

documentation, and deployment strategies that simplify the 

adoption process and encourage real - world 

implementation.  

 

6.6 Challenges and limitations faced by blockchain - 

enabled routing protocols in LLNs 

 

Blockchain - enabled routing protocols in Low Power and 

Lossy Networks (LLNs) encounter several common 

challenges and limitations that need to be carefully 

addressed to ensure their effectiveness and practicality. 

Some of these challenges include:  

 

1) Increased Overhead: Blockchain introduces data 

overhead due to the need to store transaction details, 

cryptographic signatures, and additional metadata. In 

LLNs with limited bandwidth and intermittent 

connectivity, this overhead can strain communication 

resources and impact network efficiency.  

2) Consensus Mechanism Impact: Consensus 

mechanisms used in blockchain networks, such as Proof 

of Work (PoW) or Proof of Stake (PoS), require 

computational efforts or resource commitments for 

transaction validation. These mechanisms can introduce 

latency and energy consumption, which are critical 

concerns in LLNs.  

3) Energy Consumption: Blockchain operations, 

including transaction validation and consensus 

mechanisms, can be energy - intensive. In LLNs, where 

devices operate on limited battery power, the additional 

energy consumption introduced by blockchain can 

shorten device lifespan and hinder network operations.  

4) Scalability Issues: Blockchain’s inherent scalability 

challenges can limit the adoption of blockchain - 

enabled routing protocols in LLNs. As the network 

grows in size and transaction volume, maintaining low 

latency and efficient data propagation becomes 

increasingly challenging.  

5) Latency and Delay: Blockchain transactions undergo 

validation and consensus processes that can introduce 

latency. In LLNs requiring real - time communication, 

these delays can negatively impact the responsiveness 

of routing protocols.  

6) Network Dynamics: LLNs often experience frequent 

changes in network topology due to mobility or 

intermittent links. Blockchain - enabled routing 

protocols need to adapt to these changes while 

maintaining consensus and data consistency.  

7) Interoperability Challenges: Integrating blockchain - 

enabled routing protocols with existing LLN systems 

and devices can be complex due to different protocols, 

standards, and technologies. Ensuring interoperability 

without disrupting existing operations is a challenge.  

8) Incentive Models: Decentralized networks, which are 

common in blockchain - enabled routing protocols, 

require incentive models to encourage device 

participation and cooperation. Designing effective and 

fair incentive mechanisms can be challenging.  

 

Overcoming these challenges and limitations requires a 

combination of technical innovation, optimization, and 

careful design. Researchers and practitioners must consider 

the trade - offs between blockchain’s benefits and the 

constraints of LLNs to develop efficient, secure, and 

scalable blockchain - enabled routing protocols that address 

the specific needs of LLN environments.  

 

6.7 Discuss open research questions and potential 

avenues for future work in this area 

 

Research in Blockchain Solutions for Routing Protocols in 

Low Power and Lossy Networks (LLNs) is an evolving field 

with numerous open questions and opportunities for further 

exploration. Here are some open research questions and 

potential avenues for future work:  

1) Energy - Efficient Consensus Mechanisms: Developing 

consensus mechanisms specifically tailored for LLNs that 

balance energy efficiency and security. Research could 

explore novel consensus algorithms that minimize energy 

consumption while maintaining the integrity of the 

blockchain.  

2) Adaptive Routing Strategies: Designing adaptive 

routing strategies that dynamically adjust based on changing 

network conditions in LLNs. This could involve integrating 

blockchain - based routing decisions with real - time 

network dynamics.  

3) Hybrid Solutions: Investigating hybrid approaches that 

combine blockchain with other technologies, such as mesh 

networking or edge computing, to address the limitations of 

blockchain in LLNs and optimize network performance.  

4) Lightweight Data Structures: Creating efficient data 

structures that min - imize storage and communication 

overhead in LLNs, enabling more practical implementation 

of blockchain - enabled routing protocols on resource - 

constrained devices.  

5) Security and Privacy Enhancements: Developing 

techniques for enhanc - ing the security and privacy of 

blockchain - enabled routing protocols, in - cluding 

advanced encryption methods, identity management, and 

privacy - preserving transaction mechanisms.  

6) Scalability Solutions: Exploring innovative scalability 

solutions that allow blockchain - enabled routing protocols 

to handle a growing number of de - vices and transactions in 

LLNs. This could involve sharding, partitioning, or 

hierarchical structures.  

7) Privacy - Preserving Routing: Designing routing 

protocols that utilize blockchain’s transparency benefits 

while preserving the privacy of routing decisions and 

sensitive network information in LLNs.  

8) Edge Computing Integration: Investigating how edge 

computing can complement blockchain solutions in LLNs 
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by offloading certain tasks to edge devices, reducing latency 

and enhancing overall network efficiency.  

 

Future research should focus on addressing these questions 

to bridge the gap between blockchain technology and LLNs, 

ultimately contributing to more effi - cient, secure, and 

scalable routing protocols that cater to the unique challenges 

of LLN environments.  

 

7. Security and Privacy Considerations 
 

Security and privacy considerations are paramount when 

implementing blockchain solutions for routing protocols in 

Low Power and Lossy Networks (LLNs) [30 - 40]. While 

blockchain technology offers enhanced security features, the 

integration of blockchain into LLNs must address the 

specific challenges posed by resource - constrained devices 

and intermittent connectivity. Here’s a detailed discussion of 

security and privacy considerations for blockchain solutions 

in LLNs:  

1) Data Integrity: Blockchain’s primary advantage is its 

ability to provide tamper - proof data storage. In LLNs, 

ensuring the integrity of routing data is crucial to 

prevent malicious actors from altering routing paths and 

disrupting network operations.  

2) Consensus Mechanism Security: Selecting an 

appropriate consensus mechanism is vital. Proof of 

Work (PoW) might be energy - intensive for LLNs, 

while Proof of Stake (PoS) requires careful stakeholder 

selection. The se - curity of the chosen consensus 

mechanism must be balanced with energy efficiency.  

3) Immutable Ledger: Blockchain’s immutability helps 

maintain a reliable record of routing decisions. 

However, errors or malicious actions can be - come 

permanent. Implementing mechanisms to rectify errors 

while pre - serving the blockchain’s security is 

important.  

4) Secure Transaction Validation: Ensuring that 

transactions added to the blockchain are valid is 

essential. Cryptographic mechanisms for validating 

transactions and preventing unauthorized changes must 

be robust and energy - efficient in LLNs.  

5) Network Attacks and Sybil Attacks: Blockchain 

networks can be vulnerable to various attacks, including 

Sybil attacks where malicious nodes flood the network. 

Preventive measures, such as identity management and 

anti - spoofing techniques, are needed to counteract 

these threats.  

6) Privacy of Routing Information: In LLNs, preserving 

the privacy of routing information is crucial for security. 

Techniques like private transactions, cryptographic 

techniques, and off - chain solutions can help protect 

sensitive routing data [41].  

7) Scalability and Attack Mitigation: As LLNs grow, 

blockchain networks become larger targets for attacks. 

Ensuring that security mechanisms can scale and 

adapting to new attack vectors are essential for long - 

term security [42].  

8) Byzantine Fault Tolerance: Implementing Byzantine 

fault - tolerant mechanisms in LLN blockchain 

networks can enhance their robustness against malicious 

nodes and attacks.  

9) Permissioned vs. Permissionless Networks: Choosing 

between permissioned and permissionless blockchain 

networks can impact security and privacy. Permissioned 

networks might offer better control but may limit 

participation, while permissionless networks allow 

broader participation but require additional security 

measures.  

10) Public vs. Private Key Infrastructure: Implementing 

secure key management systems and considering the 

trade - offs between public and private key 

infrastructures are critical for maintaining the 

confidentiality and in tegrity of routing data.  

 

Addressing these security and privacy considerations 

requires a multidisciplinary approach, involving expertise in 

blockchain technology, network security, cryptography, and 

LLN domain knowledge. By carefully designing and 

implementing blockchain solutions that tackle these 

challenges, LLNs can benefit from enhanced security, 

privacy, and reliable routing protocols.  

 

7.1. Security and privacy concerns associated with 

blockchain integration in LLN routing protocols 

 

Integrating blockchain technology into Low Power and 

Lossy Networks (LLNs) for routing protocols introduces 

security and privacy concerns that must be effectively 

addressed to ensure the reliability, integrity, and 

confidentiality of net - work operations [43 - 54]. However, 

table 1 highlighted and recommended way how to address 

these concerns:  

 

7.2. Highlight cryptographic techniques and mechanisms 

employed to secure communication and data exchange 

 

Cryptographic techniques are crucial for securing 

communication and data exchange within Blockchain 

Solutions for Routing Protocols in Low Power and Lossy 

Networks (LLNs) [55 - 60]. These techniques ensure data 

confidentiality, integrity, authenticity, and privacy. Here are 

some cryptographic mechanisms commonly used to enhance 

security in this context [29]:  

 

1) Encryption: Encryption transforms plaintext data into 

unreadable cipher - text using cryptographic algorithms and 

keys. It ensures that only authorized parties can access the 

original data. Two main types of encryption are used: (1) 

Symmetric Encryption: A shared secret key is used for both 

encryption and decryption. AES (Advanced Encryption 

Standard) is commonly employed for symmetric encryption 

in LLNs. (2) Asymmetric Encryption: Different keys are 

used for encryption and decryption. This includes RSA 

(Rivest - Shamir - Adleman) and ECC (Elliptic Curve 

Cryptography). Asymmetric encryption enables secure key 

exchange and digital signatures 

2) Digital Signatures: Digital signatures ensure the 

authenticity and integrity of data. A sender uses their private 

key to create a signature for the data, and the recipient 

verifies it using the sender’s public key. This prevents 

unauthorized tampering and verifies the sender’s identity.  
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Table 1: Security and privacy concerns associated with blockchain integration in LLN routing protocols 
Applications Concerns Addressing 

Data Integrity and 

Authentication 

Ensuring the integrity of routing data and 

authentication of devices is vital. Unauthorized or 

tampered routing information can lead to network 

disruptions. 

Implement strong cryptographic mechanisms for data integrity, 

ensuring that routing data is digitally signed and validated. Use 

digital certificates for device authentication to prevent 

unauthorized access. 

Network Attacks 

and Threats 

Malicious nodes, Sybil attacks, and Distributed 

Denial of Service (DDoS) attacks can disrupt 

blockchain - enabled routing protocols. 

Implement robust network monitoring and intrusion detection 

mechanisms to identify and mitigate malicious activities. 

Byzantine fault - tolerant consensus mechanisms can help handle 

malicious nodes. 

Privacy of Routing 

Information 

Blockchain’s transparency might expose sensitive 

routing data to unauthorized parties, violating 

privacy requirements. 

Utilize privacy - preserving mechanisms like confidential 

transactions, zero – knowledge proofs, and off - chain solutions 

to protect sensitive routing information while still benefiting 

from blockchain’s transparency. 

Scalability and 

Attack Resilience 

As the network scales, security measures must be 

able to handle increased transaction volume and 

potential attacks. 

Design the blockchain - enabled routing protocol with scalability 

in mind. Utilize sharding, hierarchical structures, and dynamic 

consensus mechanisms to enhance attack resilience. 

Public vs. Private 

Blockchain 

Public blockchains offer transparency but might 

not meet privacy requirements. Private 

blockchains provide better control but can limit 

participation. 

Choose the appropriate blockchain type based on the level of 

transparency and privacy required for LLN applications. 

 

3) Hash Functions: Hash functions create fixed - length 

hash values from input data. Hashes serve as unique 

identifiers for data and are used to verify data integrity. SHA 

- 256 is commonly used for generating hash values.  

4) Message Authentication Codes (MACs): MACs 

provide integrity and authentication by generating a tag 

using a secret key and the message. The recipient can verify 

the tag to ensure the message’s integrity and origin.  

5) Privacy - Preserving Techniques: Various 

cryptographic techniques such as ring signatures, 

confidential transactions, and privacy - preserving smart 

contracts can help maintain data privacy within LLNs.  

6) Secure Hash Chains and Merkle Trees: These data 

structures help verify the sequence of data and ensure data 

integrity within the blockchain, minimizing the need for 

storing large amounts of data.  

 

By implementing these cryptographic mechanisms, 

Blockchain Solutions for Routing Protocols in LLNs can 

establish secure communication, data exchange, and 

verification, while addressing the unique challenges of 

resource - constrained and intermittently connected devices. 

The selection and combination of these techniques depend 

on the specific security and privacy requirements of the LLN 

environment.  

 

8. Case Studies and Real - World 

Deployments 
 

While there are limited public case studies and real - world 

deployments specifically focused on blockchain solutions 

for routing protocols in Low Power and Lossy Networks 

(LLNs), the following examples highlight instances where 

blockchain technology has been applied in related areas or 

IoT deployments, offering in - sights into the potential for 

LLNs:  

 

1) IoTeX and Pebble Tracker: IoTeX, a blockchain 

platform designed for the Internet of Things (IoT), 

partnered with Pebble Tracker to secure and track high - 

value assets. While not LLN - specific, it showcases 

how blockchain can enhance security and trust in IoT 

environments. Similar principles could be applied to 

LLNs to ensure secure routing decisions.  

2) Filament and Industrial IoT: Filament, an IoT 

blockchain company, works on industrial IoT 

deployments. Although not LLN - exclusive, these 

deployments demonstrate how blockchain can provide 

secure and trusted communication among IoT devices, 

which aligns with LLN communication needs.  

3) IOTA’s Tangle: IOTA’s Tangle, while not a traditional 

blockchain, is de - signed for IoT and LLN 

environments. It employs a directed acyclic graph 

(DAG) structure for transactions. It aims to overcome 

the scalability and resource constraints of traditional 

blockchains, making it potentially suit - able for LLNs.  

4) Smart Grid and Energy Management: In smart grid 

scenarios, where LLNs are prevalent, blockchain can be 

used for secure data exchange among en - ergy meters, 

optimizing energy consumption, and ensuring fair 

compensation for energy transactions.  

5) Decentralized Applications (DApps): DApps built on 

blockchain can be extended to LLNs, such as in 

environmental monitoring scenarios. For example, a 

decentralized air quality monitoring network could 

benefit from blockchain’s data integrity and tamper - 

proof attributes.  

6) Smart Cities and Municipal Services: Blockchain can be 

integrated into LLNs in smart city projects, where 

devices collect and exchange data for urban services. 

The blockchain can ensure data accuracy, secure 

communication, and transparency.  

7) Healthcare and Medical Devices: In healthcare, LLNs 

can involve medical devices and sensors. Blockchain 

can provide secure data sharing among authorized 

parties, ensuring privacy and authenticity of patient - 

related data [22].  

 

While direct case studies and real - world deployments 

specific to blockchain - enabled routing protocols in LLNs 

are limited, these examples showcase the potential of 

blockchain technology in related IoT and LLN contexts. As 

the field of blockchain solutions for routing protocols in 

LLNs continues to evolve, more dedicated case studies and 

deployments are expected to emerge, highlighting the 
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practicality, challenges, and benefits of implementing 

blockchain in these environments.  

 

8.1. Practical implementations or case studies where 

blockchain - based routing protocols 

 

There are few public case studies or practical 

implementations specifically focusing on blockchain - based 

routing protocols in Low Power and Lossy Networks 

(LLNs). However, here are a few examples of related 

implementations and case studies that demonstrate the 

potential for integrating blockchain technology in LLN 

environments:  

1) IOTA’s Tangle in IoT Environments: IOTA’s Tangle, a 

directed acyclic graph (DAG) technology, has been 

explored for IoT scenarios. While not a traditional 

blockchain, IOTA’s approach aims to address 

scalability and efficiency concerns. Its design is suitable 

for LLNs due to its lightweight consensus mechanism 

and ability to handle intermittent connectivity.  

2) Smart Agriculture and Precision Farming: Blockchain 

solutions have been applied to track and verify the 

origin of agricultural products. In cases where LLNs are 

used for data collection in precision farming, blockchain 

can ensure data integrity and authenticity.  

3) Smart Parking Systems: In urban environments, LLNs 

can be used for smart parking systems. Blockchain can 

enhance data accuracy, parking availability verification, 

and secure financial transactions within such sys - tems.  

4) Decentralized Sensor Networks: While not specifically 

LLN - focused, some decentralized sensor network 

projects use blockchain for data aggregation and 

sharing. Similar principles can be extended to LLN 

scenarios where sensors collect and relay data.  

5) Supply Chain Tracking for Remote Areas: In remote 

areas with LLN connectivity, blockchain can be used to 

track the movement of goods and ensure supply chain 

transparency, even in regions with limited 

communication infrastructure.  

6) Energy Trading and Microgrids: Some projects focus on 

using blockchain for energy trading in microgrids, 

which can often involve LLNs. These implementations 

enable secure and transparent peer - to - peer energy 

trans - actions, showcasing the potential for similar 

concepts in LLN routing.  

 

It’s important to note that specific case studies and 

implementations focused solely on blockchain - based 

routing protocols in LLNs might not be widely avail - able 

due to the complex and evolving nature of this area. 

However, these related implementations offer insights into 

how blockchain technology can be adapted and integrated 

into LLN environments to address routing challenges, 

enhance security, and enable efficient data exchange.  

 

9. Directions for future research and 

development in this field 
 

Future research and development in the domain of 

Blockchain Solutions for Routing Protocols in Low Power 

and Lossy Networks (LLNs) should focus on addressing the 

existing challenges and exploring innovative solutions to 

make blockchain integration more effective and efficient. 

Here are some key directions for future research:  

1) Adaptive Routing Strategies: Designing routing 

protocols that dynamically adapt to the intermittent 

connectivity and energy constraints of LLNs will 

enhance the efficiency and reliability of blockchain - 

based routing.  

2) Energy - Efficient Consensus Mechanisms: Developing 

consensus mechanisms tailored for LLNs is crucial to 

reduce energy consumption. Research could explore 

hybrid consensus algorithms that strike a balance 

between security and energy efficiency.  

3) Adaptive Routing Strategies: Designing routing 

protocols that dynamically adapt to the intermittent 

connectivity and energy constraints of LLNs will 

enhance the efficiency and reliability of blockchain - 

based routing.  

4) Scalability Solutions: Investigate sharding techniques, 

partitioning the blockchain network into smaller 

segments, to enhance scalability and ac - commodate 

the growing number of devices in LLNs.  

5) Lightweight Cryptographic Techniques: Develop and 

optimize crypto - graphic mechanisms that are 

lightweight yet secure, addressing the processing and 

energy limitations of LLN devices.  

6) Privacy - Preserving Solutions: Research techniques 

that ensure data privacy while still benefiting from 

blockchain’s transparency. Techniques like zero - 

knowledge proofs and privacy - preserving smart 

contracts can be explored.  

7) Data Aggregation Techniques: Explore methods for 

aggregating data at different levels of granularity to 

reduce the amount of data stored on the blockchain, 

minimizing storage overhead.  

8) Blockchain - Friendly Hardware: Research hardware 

design optimizations that cater to blockchain’s 

requirements in LLNs, such as low - power 

cryptographic accelerators.  

9) Standardization and Interoperability: Contribute to the 

development of standardized protocols and interfaces 

for blockchain integration in LLNs, promoting 

interoperability and ease of deployment.  

 

By exploring these directions, researchers and practitioners 

can contribute to the advancement of blockchain solutions 

for routing protocols in Low Power and Lossy Networks, 

ultimately addressing the challenges and realizing the 

potential benefits of blockchain technology in LLNs.  

 

10. Conclusion 
 

The systematic review of Blockchain Solutions for Routing 

Protocols in Low Power and Lossy Networks (LLNs) 

yielded vital insights into the potential and challenges of 

integrating blockchain technology in these resource - 

constrained environments. LLNs, marked by energy 

limitations, intermittent connectivity, and potential link 

losses, face considerable hurdles in routing protocols. 

Blockchain emerges as a promising solution due to its 

decentralized nature and tamper - proof properties. The 

systematic review followed a comprehensive methodology 

involving a targeted search strategy, stringent 
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inclusion/exclusion criteria, and meticulous data extraction 

process.  

 

Blockchain - enabled routing protocols were examined 

through performance evaluation metrics such as energy 

efficiency, latency, reliability, and scalability. The key 

findings indicated that while blockchain offers enhanced 

security and trust, challenges like energy consumption 

demand innovative approaches. Proposals to optimize 

energy usage encompassed lightweight consensus 

mechanisms and off - chain data storage. Latency emerged 

as a notable concern, driven by the consensus and 

transaction validation processes inherent in blockchain, 

necessitating strategies to minimize delays.  

 

Scalability was a prominent issue, with proposed solutions 

including shard - ing, hierarchical structures, and off - chain 

methods to accommodate the growing volume of 

transactions. Overhead and storage requirements of 

blockchain were acknowledged, with efforts focused on 

refining data structures and minimizing redundant 

information. Security and privacy concerns were addressed 

through techniques like cryptographic mechanisms and 

privacy - preserving strategies, ensuring a balance between 

transparency and data confidentiality.  

 

Adoption and deployment aspects were explored, 

emphasizing the complexity of integration, interoperability, 

regulatory compliance, and long - term sustainability. While 

dedicated case studies specifically targeting blockchain - 

enabled routing protocols in LLNs were scarce, related IoT 

applications demonstrated the adaptability and potential 

impact of blockchain technology in LLNs. The review also 

highlighted numerous open research questions, including 

energy - efficient consensus mechanisms, adaptive routing 

strategies, and incentive models tailored to LLNs.  

 

In conclusion, the systematic review shed light on the 

multifaceted nature of integrating blockchain solutions into 

routing protocols for LLNs. While blockchain’s advantages 

hold promise, the study underlines the necessity of over - 

coming challenges through innovative research and 

implementation strategies, ultimately enhancing the efficacy 

and applicability of blockchain in LLN environments.  
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