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Abstract: This white paper aims to explore the potential threats posed by 3D printing technology to society, with a specific focus on the
manufacturing and proliferation of untraceable firearms, commonly known as ghost guns. The paper delves into the introduction of 3D
printing, its applications in manufacturing, and various scenarios that highlight the security concerns associated with the unregulated

production of firearms.
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1. Introduction

The advent of 3D printing technology has revolutionized
manufacturing processes across various industries. From
healthcare to aerospace, the capabilities of 3D printing have
expanded rapidly, offering numerous benefits. However, with
great technological advancements come potential risks, one of
which is the clandestine production of firearms through 3D
printing.

This paper seeks to shed light on the societal threats arising
from the unregulated use of 3D printers to manufacture
untraceable firearms, commonly referred to as ghost guns.
The ease of access to 3D printing technology and the open-
source nature of firearm designs present unique challenges to
law enforcement and policymakers in controlling the
proliferation of these weapons.

1.1 Rise of Ghost Guns

Ghost guns are firearms that are assembled from
commercially available parts or, in some cases, entirely 3D
printed components. These weapons lack serial numbers,
making them untraceable and, consequently, challenging for
law enforcement to regulate. The ease with which individuals
can obtain these components and assemble functioning
firearms at home poses a significant threat to public safety.

1.2 Case Studies

Case Study 1: Cody Wilson and Defense Distributed:

One of the earliest and most prominent cases is that of Cody
Wilson and Defense Distributed. In 2013, Defense Distributed
successfully designed and distributed the plans for a 3D
printed gun named the Liberator. This case underscores the
challenges of regulating the digital distribution of firearm
blueprints and highlights the potential for widespread access
to 3D printed weaponry.

Case Study 2: The 2019 California School Shooting:
In 2019, a high school student in California used a 3D printed
firearm in a school shooting. The incident raised concerns

about the accessibility of 3D printed weapons and the need for
enhanced regulations to prevent such tragedies.

Case Study 3: The Rise of Criminal Networks:

The dark web has become a hub for the distribution of 3D
printed firearms. Criminal networks exploit the anonymity
provided by online platforms to share weapon blueprints,
facilitating the unregulated production of weapons on a global
scale.

1.3 Supply Chain of 3D Printed Firearms

The 3D printed firearms supply chain, including digital
designs, raw materials, and distribution networks. It aims to
provide a comprehensive understanding of the challenges
posed by this emerging threat.

1) Digital Blueprints

a) Accessibility: The widespread availability of digital
blueprints for 3D printed firearms presents a significant
challenge. These files can be easily shared online, making
it difficult to regulate and control their distribution.

b) Anonymity: The anonymity afforded by online platforms
further complicates efforts to trace and regulate the
dissemination of digital blueprints. This decentralized
approach poses a unique challenge to law enforcement and
regulatory bodies.

2) Raw Materials

a) Availability: The procurement of raw materials for 3D
printed firearms, such as plastic filaments and metal
components, is relatively straightforward. This ease of
access contributes to the decentralized and clandestine
nature of the supply chain.

b) Unregulated Transactions: The unregulated sale of raw
materials online allows individuals to acquire the
necessary components without undergoing background
checks or adhering to legal restrictions, posing a serious
threat to public safety.
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3) Distribution Networks

a) Clandestine Production: The decentralized nature of 3D
printed firearms production allows for clandestine
manufacturing in various locations, making it challenging
for law enforcement to track and address the sources of
these weapons.

b) Global Implications: The global nature of online
platforms and digital distribution networks facilitates the
cross-border movement of 3D printed firearms, presenting
challenges that extend beyond national jurisdictions.

1.4 Societal Implications

a) Untraceable and Unregistered Firearms: Ghost guns
lack serial numbers and registration, making them
untraceable by law enforcement. This poses a challenge in
investigating crimes committed with these weapons, as
traditional methods of tracking firearms are rendered
ineffective.

b) Bypassing Firearm Regulations: The ease with which
individuals can acquire and assemble 3D printed firearms
circumvents existing firearm regulations, raising concerns
about public safety and the potential for these weapons to
fall into the wrong hands.

c) Impact on Criminal Activity: The availability of 3D
printed firearms may contribute to an increase in firearm-
related crimes, as these weapons can be manufactured
discreetly and without oversight.

1.5 Implications for Public Safety

The rise of 3D printed firearms presents a direct challenge to
public safety. These weapons can be produced with minimal
expertise and without the need for traditional manufacturing
facilities, enabling their clandestine production. The
unregulated nature of these firearms makes it difficult for
authorities to monitor and control their distribution,
potentially increasing the prevalence of illegal weapons in
society.

1.6 Gaps in Regulations

a) Lack of Universal Standards: The absence of
standardized regulations across jurisdictions creates
opportunities for individuals to exploit loopholes.
Inconsistencies in legal frameworks contribute to the
unchecked spread of 3D printed weapons.

b) Absence of Serialization Requirements: Traditional
firearms are marked with serial numbers for traceability.
3D printed guns, however, lack such markings, enabling
individuals to manufacture untraceable weapons without
accountability.

c) Limited Regulation on 3D Printing Materials: While
regulations exist for firearms, the materials used in 3D
printing are not subject to the same scrutiny. This allows
individuals to freely acquire and use materials to
manufacture weapons without oversight.

1.7 Mitigation Strategies

a) Strengthening Firearm Regulations: Propose
amendments to existing firearm regulations to encompass
3D-printed guns, ensuring they are subject to the same
scrutiny and traceability.

b) Digital Controls and Oversight: Advocate for enhanced
digital controls and oversight to monitor the online
distribution of 3D-printable firearm blueprints.

¢) Technological Safeguards: Explore the integration of
technological safeguards in 3D printers, such as embedded
markers or unique identifiers, to aid in traceability.

d) International Collaboration: Encourage international
collaboration to establish common standards and
regulations governing 3D printing technology and its
potential threats.

2. Conclusion

The unregulated use of 3D printing technology for
manufacturing untraceable firearms poses significant threats
to society. Addressing these challenges requires a
comprehensive approach that includes technological
solutions, legislative measures, and international cooperation.
As 3D printing technology continues to advance,
policymakers and law enforcement agencies must proactively
work towards mitigating the risks associated with the illicit
production of ghost guns.
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