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Abstract: An insider attack is a security threat that occurs when someone with authorized access to an organization's systems or data 

maliciously misuses that access for malicious purposes. This type of attack is particularly dangerous because the insider often has 

knowledge of the organization’s systems, processes, and sensitive information, making it easier for them to avoid detection and carry out 

their nefarious activities. To mitigate the risks associated with insider attacks, organizations should implement security measures such as 

access controls, monitoring and logging of user activities, employee training on security best practices, and regular security audits to 

detect any suspicious behavior. It is essential for organizations to have a comprehensive insider threat management program in place to 

prevent, detect, and respond to insider attacks effectively. This work explores the concept of keylogging as a potentially beneficial tool for 

enhancing cybersecurity measures, particularly in the context of safeguarding data stored in cloud computing environments. Keylogging, 

traditionally associated with malicious activities like identity theft and financial fraud, is harnessed in this research to counter insider 

threats to cloud data security. By developing a system that employs keylogging techniques alongside cryptography, real-time alerts can be 

generated to notify authorized individuals of suspicious activities, enabling immediate actions to be taken to protect sensitive cloud 

information. The project aims to shift the narrative around keylogging from a tool of intrusion to a tool of defense, highlighting its 

potential to be utilized as a safety measure in cybersecurity practices. By leveraging keylogging and cryptography in a proactive manner, 

organizations can better mitigate internal threats and enhance the overall security of their cloud infrastructure. 
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1. Introduction 
 

Keystroke logging, often referred to as keylogging or 

keyboard capturing, is the action of recording (logging) the 

keys struck on a keyboard, typically covertly, so that the 

person using the keyboard is unaware that their actions are 

being monitored. Keylogging can also be used to study 

human computer interaction. A keylogger is a type of 

malware (hardware or software) that has the ability to log 

each keystroke entered on an infected device. The keylogger 

is capable of recording private information. As a result, it 

poses a serious risk to cybersecurity since it enables 

cybercriminals to access private data without authorization 

and utilize it for nefarious objectives like identity theft, 

financial fraud, or other destructive acts. An instrument called 

a keylogger may record keystrokes made on a keyboard 

automatically and because of this, an attacker can employ this 

method to access private information in a secured database 

without having to break into the house Numerous keylogging 

methods exist: they range from hardware and software-based 

approaches to acoustic analysis. Keyloggers have become a 

significant threat to cybersecurity, posing a major challenge 

to individuals and organizations alike. These malicious 

programs, either hardware or software based, can stealthily 

record every keystroke entered on a compromised device, 

capturing sensitive information such as passwords, credit card 

numbers, and personal messages. This stolen data can then be 

exploited by cybercriminals for various nefarious purposes, 

including identity theft, financial fraud, and illegal activities. 

The objective of this research is to apply keylogging for the 

securing the data on cloud in the easiest way possible. 

Keylogging has been always used as the intrusion method to 

steal the data or to harm any organization. But it can also be 

used as a safety measure.  Cloud computing is the major 

growing platform for the storage of the data and also 

becoming the center of attraction to the attackers. 

Organizations have all the possible security approaches to 

safeguard their systems from the outside attacker but it is 

weak for insider mitigators. Organizations mostly 

acknowledge the breaches long time after it has committed. 

In this approach the main objective is to record the keystrokes 

and send the real time alert to the authorized person to take 

the immediate actions to safeguard the system. The purpose 

of this project is to safeguard the cloud information from such 

malicious insider with the help of keylogging and 

cryptography. 

 

2. Literature Survey 
 

This section gives a detailed analysis of various research 

works that has been done in three areas identified by the 

authors namely insider attack, Key logging and 

Cryptography. 

 

1) Insider Attack 
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Zulkefli Mohd Yusopa &Jemal Abawajyb[47] reviews 

existing research on mitigating insider threats, including 

methods based on attack trees and dependency graphs. 

However, these methods may not be scalable for large-scale 

cloud deployment. The authors conclude that there is no 

perfect solution yet, and further research is needed to develop 

effective mitigation strategies for insider threats in cloud 

computing. Olivier De Vel et al [48] examines how data 

analytics can be used to address insider threats in information 

systems. It focuses on three main insider types: traitors, 

masqueraders, and unintentional insiders. Uniquely, it 

considers early-stage threats that could lead to someone 

becoming a malicious insider. The survey categorizes 

existing mitigation schemes on the basis of the data source 

used for analysis: host, network or contextual data. The 

effectiveness of each scheme against various insider threats, 

data extraction methods, and decision-making algorithms is 

reviewed and compared. Finally, this study identifies research 

gaps and challenges in mitigating insider threats using data 

analytics. Kunal Kumar Mandal & Debayan Chatterjee [49] 

focuses on insider threats in cloud computing, particularly 

from rogue system administrators and outsourced resources. 

Although technical solutions exist, the authors argue that the 

most effective approach is to combine technical measures 

with strong security policy. The proposed solution provides 

strong protection, but it may lead to a slower response time 

and an increase in HR costs for managing system 

administrators. This study acknowledges the trade-off 

between security and user experience and proposes possible 

adjustments to address these limitations. Adrian Duncan et al 

[50] examines insider threats in cloud computing. In view of 

the increasing dependence on cloud storage, understanding 

insider attacks is crucial. This study explores how traditional 

insider threat definitions might not fully capture the nuances 

of cloud environments. It highlights new potential insider 

categories in the cloud, including nation-states and other 

cloud customers. It also discusses the challenges associated 

with the detection of insider attacks due to the hidden nature 

of cloud data management and the potential involvement of 

third parties. William R Claycomb & Alex Nicoll [51] 

examines insider threats in cloud computing. While 

traditional insider threats continue to be relevant, cloud 

environments offer new attack possibilities. The authors 

explore three types of cloud-related insider threats: rogue 

administrators, those exploiting cloud vulnerabilities for 

theft, and those using the cloud to attack internal systems. It 

argues that existing data protection techniques can still be 

effective if they are applied rigorously. Atulay Mahajan 

&Sangeeta Sharma [52] investigate the security risks 

associated with hostile insiders in cloud computing 

environments. Because they have authorised access, 

malicious insiders like rogue administrators can steal or 

misuse data. In order to combat insider threats in the cloud, 

the paper highlights the necessity for enhanced security 

measures. Creating plans for the identification, stop, and 

lessening of such attacks is part of this. The authors advocate 

for industry-wide guidelines and recommended practices to 

tackle vulnerabilities unique to cloud computing settings. T. 

Gunasekhar et al [53] suggests a technique that makes use of 

several cloud service providers to safeguard sensitive data 

stored in cloud storage. Malevolent insiders who might pilfer 

or alter data are the cause for concern. Strong encryption is 

used to encrypt data, and the encrypted data and encryption 

keys are then stored in different clouds as part of the solution. 

In this manner, the data cannot be decrypted by an insider who 

has access to a single cloud. The paper notes certain 

limitations, such as possible side-channel attacks and the 

complexity of key management. To address these issues, they 

intend to conduct more research. 

 

2) Keylogging 

Robbi Rahim et al [14] stated that a keylogger, whether 

hardware or software-based, monitors and records keyboard 

keystrokes, sometimes even sending logs to specific emails 

periodically. While it can be legitimately used for monitoring 

employee productivity or law enforcement purposes, it can 

also be misused for data theft and password capture. The 

system employs an exact string matching algorithm to convert 

user-entered words like "Password" into ASCII form for 

comparison and recording. This particular keylogger is 

developed using Visual C# and operates on the Windows 8.1 

OS, capturing activities in Microsoft Word and browsers. 

Kavya .C and Suganya.R  [15]  details various password 

attack techniques employed by hackers to compromise 

systems and gain unauthorized access. Techniques include 

dictionary and brute force attacks targeting weak passwords, 

phishing methods using deceptive emails or links, rainbow 

table attacks exploiting hash functions, and shoulder surfing 

where attackers glean passwords by observing users. 

Additionally, there's mention of keyloggers, both hardware 

and software-based, which covertly record keystrokes and 

other sensitive data, enabling hackers to capture credentials 

and personal information. The article emphasizes the pivotal 

role of keyboards in these attacks, where keyloggers intercept 

and log every key pressed, compromising user data like bank 

details. Lulu Yang et al [16] created new method called KCA  

using a special network and learning technique to analyze 

keystrokes. They combine this method with voting to improve 

accuracy in authentication. They test the KCA method on a 

dataset called Clarkson II and show promising results. 

Mayank Srivastava et al [17] created a program called a key 

logger. It secretly records the keys pressed by the person 

using the computer and also notes the applications they are 

using. The information is stored securely in a file and 

uploaded to a server every hour. It also collects additional 

details like the person's IP address, MAC address, and 

username. Abdul Ahad et al [18] discussed keystroke logging, 

which involves recording every key pressed on a computer, 

capturing details like key names, duration of presses, and 

timestamps. Keyloggers can be either hardware or software-

based, with hardware keyloggers discreetly placed between a 

keyboard and a computer, while software versions operate 

invisibly on a target system. Software keyloggers can be 

local, capturing data on the same system, or remote, enabling 

monitoring from afar. The implementation leverages Python 

3.10.7 and various libraries like `pynput` for device 

monitoring, `smtplib` for email communication, and 

`datetime`, `os`, and `urllib` for tasks such as time tracking, 

system commands, and network requests, respectively. The 

overall objective of this approach is to clandestinely gather 

user keystrokes, potentially exposing sensitive information, 

and transmit this data to designated recipients. Manan 

Kalpesh Shah [19] proposed method involves a program that 

prompts users to sign in using their email credentials. If 

incorrect details are entered, an error appears, preventing data 

transmission. Correct inputs initiate keystroke recording, with 
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conditions set such as a word limit. Upon reaching this limit, 

the recorded keystrokes trigger actions like taking a 

screenshot using `pyscreenshot.grab()` and saving it. The 

program encodes this data into a string using MIMEText and 

sends it to the user's provided email. Essential functional 

components include an SMTP server, an email library, and an 

active internet connection. However, this approach poses a 

security risk, as sensitive information like passwords can be 

captured and sent to potential intruders.  Preeti Tuli and 

Priyanka Sahu[20]  proposed the method that integrates both 

signature-based and hook-based techniques to detect and 

counteract keyloggers. Signature-based detection identifies 

keyloggers by recognizing specific files, DLLs, and registry 

entries but may miss unknown threats. Hook-based detection 

employs functions like SetWindowsHookEx() to monitor 

system events such as key presses; anti-keyloggers can 

intercept this, preventing keystroke capture. Setting hooks 

involves binding filter functions to system events in a 

sequential chain, enabling tracking or modification of events. 

Centralizing company workflows through a universal inbox 

facilitates comprehensive recording and monitoring of 

internal communications. Furthermore, integrating all office 

devices creates a unified platform for efficient and centralized 

monitoring, enhancing overall security and oversight. Sahil 

Prasad Bejo and et. al [30] provides a comprehensive guide 

on the usage, detection, and protection using keyloggers, 

detailing both hardware and software variants. Through 

experiments, the authors demonstrate the capability of 

keylogger applications to record keyboard-related user 

behaviors, with results automatically stored in accessible log 

files and transmitted to the owner via email. They outline 

plans for an updated version of the software capable of 

recording remote and local activities, including virtual 

keyboard keystrokes, alongside video and audio capture, with 

encryption for log file security. Marco Salas-Nino[31] 

explores the historical evolution and current landscape of 

keyloggers, questioning the effectiveness of traditional anti-

keylogger approaches in today's cybersecurity realm. With 

keyloggers continuously evolving, including recent AI-driven 

attacks like 'BlackMamba', the future of anti-keyloggers faces 

uncertainty. Developers must innovate to counteract these 

sophisticated threats, emphasizing the need for evolving anti-

keylogger technologies to safeguard against emerging cyber 

risks. S. Sagiroglu and G. Canbek [32] includes the positive 

and negative impact of the keyloggers this paper discusses the 

various types of keylogging techniques including software 

keyloggers, kernel-level keyloggers, software keyloggers, 

windows keyboard hook method etc. This paper also includes 

the positive uses of the the keylogging. Bhardwaj Akashdeep 

& Goundar Sam[33] thoroughly examines keyloggers, 

detailing their history, types, functionalities, and the risks 

they pose to individuals and organizations. It also delves into 

detection and prevention techniques, including anti-virus 

software and biometric authentication, while discussing their 

effectiveness and limitations. Additionally, the paper 

emphasizes the importance of awareness and education in 

combating keylogger threats and explores future trends such 

as advanced encryption and Threat Intelligence solutions. 

Overall, it underscores the urgent need for proactive measures 

to safeguard sensitive data in the face of growing keylogger 

attacks, serving as a valuable resource for understanding and 

addressing this ongoing cybersecurity challenge. Darshanie 

Sukhram Thaier Hayajneh [34] The paper underscores the 

importance of user awareness and robust password practices 

to counter sophisticated phishing and social engineering 

threats, noting keyloggers' ability to compromise even strong 

passwords. It assesses the efficacy of keylogging and anti-

keylogging software in capturing information and thwarting 

keylogger threats, alongside discussing risk assessment and 

mitigation strategies. Additionally, it advocates for 

organizations to augment password managers and two-factor 

authentication with validated anti-keylogging tools, 

highlighting the complementary focuses of anti-keyloggers 

and anti-virus software. Ultimately, organizations are 

encouraged to tailor their cybersecurity measures based on 

individual risk assessments to ensure comprehensive 

protection. Reiner Creutzburg [35] provides a literature 

review of keyloggers, covering both hardware and software 

variants, including those designed for mobile devices. It 

discusses their functionalities, availability, and detection 

methods. Part II of the article will delve into keyloggers 

specifically for mobile devices, as well as the ethical and legal 

considerations surrounding their use. Shreya Jaiswal1, Prof. 

B. Jana2 [36] discusses keyloggers' role as rootkit malware, 

capturing keystroke events to collect sensitive data covertly, 

posing a threat to activities like online banking and email 

communication. While antivirus software is ineffective 

against unknown keylogger variants, the paper offers an 

overview of keylogger programs, their characteristics, and 

operational methods, alongside examination of detection 

techniques and proactive measures. Ultimately, the paper 

aims to raise awareness about keylogger threats, provide 

insights into detection, and propose countermeasures against 

potential security risks. Thorsten Holz Markus Engelberth 

Felix Freiling [37] explores the underground economy trading 

stolen digital credentials, with a focus on keylogger-based 

theft via dropzones. Over seven months in 2008, data from 

over 70 dropzones revealed a significant trove of stolen 

information, shedding light on attacker motivations and the 

scale of illicit markets. However, the study acknowledges 

limitations in its user simulation method, which may overlook 

specific instances of keylogger activity. Notably, keyloggers 

primarily target major online banking sites and extract data 

from Protected Storage, but they may miss narrower targets. 

To address this, employing advanced malware analysis 

techniques like multi-path execution and taint tracking could 

enhance detection accuracy and improve overall system 

effectiveness. Mehdi Dadkhah and et al [38] explores how 

keyloggers are used by cyber attackers to steal user 

credentials across various online platforms. Despite the 

presence of security software meant to identify keyloggers, 

the paper argues that these tools can be modified to avoid 

detection. The authors intend to illustrate this by developing 

a keylogger and altering its design, then testing it against 

prominent security software. The goal is to underscore the 

difficulty in detecting keyloggers and to stress the importance 

of improving detection techniques to combat increasingly 

sophisticated threats. Akashdeep Bhardwaj and Sam Goundar 

[39] emphasizes that regular scanning, antivirus, and user 

awareness are crucial for safeguarding against keyloggers. 

However, the authors demonstrated a keylogger technique 

capable of capturing keystrokes and screenshots undetected 

by any scanner. They propose a virtual keyboard layout that 

enhances security by randomly exchanging vertically 

adjacent keys from the traditional QWERTY layout, with 

random spacing, ensuring both accessibility and security. 
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Aarushi Dwivedi and et al [40] This study presents an 

advanced software keylogger compared to existing ones, 

focusing on features and CPU efficiency. The findings 

suggest that the proposed keylogger offers enhanced 

functionality while consuming minimal CPU resources, 

making it harder for users to detect. Additionally, software 

keyloggers are favored over hardware counterparts, as 

demonstrated in a comparison between the top Windows-

based software keyloggers of 2020 and the "Adv_Klogger" 

introduced in this research. The evaluation highlights specific 

features of each keylogger, aiding in understanding their 

capabilities. Sivarajeshwaran and et.al [41] This project 

tackles the threat of software keyloggers that steal user 

information. The authors created a user-space keylogger to 

understand its behavior and then developed an anti-keylogger 

to detect and close such programs running in stealth mode. 

This anti-keylogger compares running software with a model 

to identify and terminate potential keyloggers, protecting 

users from their malicious activities. The project was 

successfully tested in Microsoft Visual Studio, demonstrating 

its potential as a valuable security measure. Yadav Sarita et al 

[54] In this paper, the keylogger under discussion is a user-

space programme that can be easily deployed and executed 

because it doesn't require any special permissions to function. 

For monitoring purposes, it logs keystrokes, mouse events, 

and window titles. The programme provides the ability to 

email gathered data at predetermined intervals or save it 

locally. It also has a stealth mode that hides its existence from 

the user and makes it hard to find—even with antivirus 

software. It functions like a regular Windows application and 

saves keystroke data in encrypted format, guaranteeing data 

security even with its stealth capabilities. M. B. Bondada and 

S. M. S. Bhanu [55] The proposed approach addresses the 

major concern of insider threats in cloud computing by 

utilising a host-based user profiling technique based on 

keystroke dynamics. By analysing user behaviour and 

implementing a retraining mechanism, the system effectively 

reduces the risk of insider attacks without the need for 

additional hardware or changes to existing cloud 

infrastructure. The results show a significant increase in the 

number of keystrokes detected before an imposter is 

identified, demonstrating the effectiveness of the approach in 

improving cloud security. Future enhancements may include 

incorporating additional behavioural analysis techniques to 

improve system efficiency. 

 
3) Cryptography 

Lei Zhang et al [21] discussed the significance of 

cryptography in addressing security challenges in cloud 

storage services. The paper reviews various cryptography-

based approaches to ensure cloud storage security, focusing 

on methods that enable users to maintain and verify their own 

security without complete reliance on a fully trusted cloud 

service provider (CSP). Matt Blumenthal [22] This study 

introduces advancements in public-key cryptography and 

evaluates their limitations and proposes strategies to enhance 

the weaknesses. This paper mainly disscus about symmetric 

encryption(Secret-key encryption) and asymmetric(Public-

key encryption) encryption method along with their strength 

and weakness with the solution over weakness. Dr.Asha.V et 

al [23] discussed ways to enhance cloud database security by 

using cryptography, blockchain, and other technologies. It 

also addresses challenges and security threats related to 

patient databases in current systems. Cryptography is 

identified as an effective method to secure and protect 

sensitive data in the cloud. The study analyzes existing 

systems and proposes a new model to overcome their 

limitations. Md. Abu Musa and Md. Ashiq Mahmood [24] 

implemented a symmetric key encryption technique. The 

approach encrypts files locally on the client-side before 

uploading them to the cloud. During decryption, the file is 

decrypted on the client-side using the encryption-generated 

key. The algorithm uses a unique method to calculate the key 

value, providing improved security and performance for large 

files. This extra layer of security helps prevent unauthorized 

access to sensitive information and addresses the lack of 

standardization. Shaffali Wadhawan and Shilpa [42] The 

paper provides an in-depth exploration of network security 

and cryptography, emphasizing their role in protecting 

communication against hostile environments. It discusses the 

use of both software and hardware technologies to safeguard 

data stored and transmitted over wireless networks. 

Cryptography is highlighted as crucial for encrypting data and 

employing techniques like steganography to thwart cyber 

attacks. Overall, the study underscores the importance of 

cryptographic techniques and network security measures in 

safeguarding company data and communication from 

malicious actors in today's technology-driven landscape. A. 

Joseph Amalraj, Dr. J. John Raybin Jose [43] This paper 

provides a comprehensive overview of cryptography 

techniques such as AES, DES, 3DES, Blowfish, RSA, and 

CL-PKC, underscoring their importance in securing data 

amidst widespread online transactions. Through an analysis 

of various encryption methods, including AES, 3DES, 

Blowfish, and DES, the study concludes that Blowfish 

demonstrates superior performance. Looking ahead, the paper 

suggests optimizing encryption techniques for reduced time 

and power consumption, while maximizing speed and energy 

efficiency. Additionally, it emphasizes the crucial role of 

cryptography in ensuring network security, particularly in 

email systems that employ Public Key Infrastructure (PKI) to 

enhance security and efficiency, despite facing challenges 

like certificate management and scalability.  Dr. Qaim Mehdi 

Rizvi, Rahul Singh Kushwah [44] Exploring Modern 

Cryptography provides a comprehensive examination of 

contemporary cryptography, elucidating its role in securing 

digital data and communication. It covers the history, 

principles, techniques, and real-world applications of 

cryptography, emphasizing its significance in ensuring 

confidentiality, integrity, and authenticity. Despite challenges 

like quantum computing and key management complexities, 

cryptography evolves to tackle emerging threats and 

advancements. Future directions include developing post-

quantum cryptographic algorithms, enhancing privacy 

techniques, securing IoT devices, and integrating with 

emerging technologies, reaffirming its critical role in 

safeguarding sensitive information and fostering trust in the 

digital realm. Li, Huixin, and Yubo Wang [45] Cryptography 

has played a crucial role in secure communication throughout 

history, evolving from ancient times to modern eras with 

technological progress. Initially used for military and 

religious purposes, it expanded into various applications, 

notably during World War II, influencing cipher 

development. Today, cryptography remains significant, with 

the widespread adoption of cryptocurrencies showcasing its 

modern applications. This essay explores the historical 
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evolution of cryptography and its diverse uses across different 

time periods, highlighting its enduring relevance and impact 

on secure communication. Rusul Mansoor et al [46] The 

literature survey provides an overview of cryptography, 

focusing on secure communication techniques and encryption 

algorithms. It discusses key theoretical components such as 

cryptography, secure key exchange, digital signatures, and 

authentication, all aimed at ensuring data confidentiality, 

integrity, and reliability. The survey emphasizes the critical 

role of encryption algorithms in data security, highlighting the 

importance of algorithm robustness and key confidentiality. 

Additionally, it explores modern cryptography techniques, 

encryption algorithm types, optimal choices, and the impact 

of different attacks on the encryption process. 

 

4) Analysis of the Literature 

The close inspection of various research papers has revealed 

that software keyloggers have been used extensively by 14 

papers compared to hardware keyloggers and hybrid variety. 

Figure 2 describes the types of techniques used for detecting 

and preventing insider attack. It depicts that in most of the 

papers, machine learning and encryption are used 40%. Figure 

3 depicts that Python is highly used as a development tool for 

machine learning and encryption. 

 

 
Figure 1: Types of Keyloggers used 

 

 
Figure 2: Algorithms and Techniques used in Keylogging 

 

 
Figure 3: Programming Languages Used in Designing 

Keylogger 

 

Table 1: Strengths and Weaknesses of Different Cryptography methods [22] 
Cryptography 

Method 
Strengths Weaknesses 

Secret-key 

Cryptography 
- Robust resistance to brute force attacks 

- Necessity for secure exchange of private keys, which can be 

impractical - Compromise of a single private key 

compromises all users' security, especially as the number of 

participants increases 

Public-key 

Encryption 

- Eliminates the need for secure key exchange - Each user 

has unique public and private keys - Offers secure 

information exchange without requiring a prior secret key 

arrangement 

- Computationally costly compared to secret-key cryptography 

- Vulnerable to certain brute force attacks - Vulnerable to 

man-in-the-middle attacks, where a malicious third party 

intercepts and alters communication 
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Digital 

Signatures 

- Provides verifiable sender authenticity and message 

integrity - Protects against message tampering - Enables 

sender identity confirmation through private key 

encryption and public key decryption by the recipient 

- Lack of inherent time stamping makes it susceptible to 

unauthorized use of compromised private keys - Difficulty in 

repudiating false messages without generating new private 

keys 

Certificate 

Authorities 

- Prevents man-in-the-middle attacks by verifying sender 

identity and issuing digital certificates 

- Vulnerable to compromise, leading to issuance of false 

certificates - Can be exploited by attackers to discreetly 

impersonate parties involved in the communication 

 

Table 1 indicates the  strengths and weaknesses of 

cryptographic methods as being reviewed by Matt[22]. 

Though many weaknesses are presented, cryptography is still 

considered to be one of the effective method of protection 

which in recent years have been developed using machine 

learning method. Thus a hybrid approach of machine learning 

and deep learning with cryptography has a lot of scope in 

defending the attacks.     

 

3. Conclusion 
 

Insider attacks pose a significant threat to organizations due 

to the malicious exploitation of authorized access by 

individuals with knowledge of sensitive information. To 

safeguard against such threats, implementing security 

measures such as access controls, monitoring user activities, 

training employees, and conducting regular security audits is 

crucial. Furthermore, this research suggests leveraging 

keylogging techniques in conjunction with cryptography as a 

proactive defense mechanism to enhance cybersecurity 

measures in cloud computing environments. By reframing 

keylogging from a tool of intrusion to a tool of defense, 

organizations can effectively mitigate internal threats and 

strengthen the security of their cloud infrastructure. The paper 

explores various keylogging methods, types of keyloggers, 

and effective mitigation strategies against insider threats. It 

also discusses the use of different cryptographic techniques to 

secure sensitive data. The findings indicate that software 

keyloggers are prevalent due to their simplicity and lower 

detection probability. Additionally, some keyloggers 

integrate advanced technologies such as machine learning 

algorithms like neural networks and SVM for enhanced 

performance. Encryption plays a vital role in safeguarding 

captured keylogs, with methods like whitespace encryption 

and Base64 algorithms being commonly employed. The 

survey underscores the critical role of cryptography in 

protecting data integrity. 
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