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Abstract: Cloud computing is the new term for "distributed" computing. This paradigm uses the Internet to link and communicate with 

IT processes, software, and hardware that are spread across several physical locations. These days, cloud computing—which facilitates 

data analytics in addition to storage is one of the most widely used technological components in applications. Cloud forensics can also be 

used to investigate insider threats and other incidents involving malicious activity by authorized users. The complicated and dynamic 

nature of cloud infrastructures make cloud forensics challenging. Evidence may be distributed throughout several servers and locations, 

making it challenging to locate and maintain. Furthermore, stringent security measures from cloud providers might make it challenging 

for investigators to access and review evidence. This review paper outlines the difficulties in cloud forensics and suggests a few possible 

solutions. This report also discusses cloud forensics' future.  
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1. Introduction 
 

In simple terms, user can access data, application and services 

hosted in remote services, instead of accessing it from their 

computer’s hard drive. Three service models, four 

deployment models, and five key criteria make up the NIST 

defined cloud model. Cloud provider, Cloud User, Cloud 

Agent, Cloud Accountant, and Cloud Carrier are the five 

attributes. Platforms as a Service (PaaS), Infrastructure as a 

Service (IaaS), and Software as a Service (SaaS) are the three 

services. Public cloud, personal cloud, a combination of both, 

and shared cloud are the four deployment methods. [8] But as 

cloud computing becomes more common, digital forensics 

investigators will also confront new difficulties because 

evidence can now be virtualized, dispersed across several 

sites, and accessed through online interfaces. Moreover, 

investigators face unique difficulties when using 

virtualization technologies in cloud environments because 

data may be dispersed among several virtual machines.  

 

In order to overcome these obstacles, investigators maintain 

chain of custody and other legal obligations while extracting 

and analysing data using specialised tools and methodologies. 

Logs and other data that can help with the inquiry may also 

be provided by cloud service providers. For investigators to 

gather, examine, and store digital evidence in cloud 

environments efficiently the must acquire specialized 

knowledge and methods.  

 

The term "virtualization" is frequently used in reference to 

cloud computing. Although virtualization is a distinct 

technology, it is one of the most essential and fundamental 

elements that allows cloud computing to be flexible and 

scalable. Using a hypervisor, virtualization software allows 

you to run 1 - N virtual machines on a single physical server. 

This is the true benefit of virtualization software. The host's 

resources are dynamically distributed to the hosted virtual 

machines via the hypervisor as needed. (1) The market 

currently offers two different kinds of hypervisors.  

 

In this research paper we will study about IOT, mobile, 

computer cloud related forensic challenges.  

 
Figure 1: All devices connected with the Cloud 

 

High - profile data breaches in the cloud steadily rising since 

2010. Millions of accounts at companies like LinkedIn, 

Yahoo, and Uber have been compromised, with the trend 

showing no signs of slowing down. While specific numbers 

vary, from 2 million at Microsoft to a staggering 148 USD 

million at Uber, one thing remains clear: our data in the cloud 

is increasingly vulnerable. This underlines the urgent need for 

stronger cybersecurity measures, reminding us that even tech 

giants are not immune to the risks of cloud - based storage. 

It's a call to action for both enterprises and individuals to 

prioritize data security in this ever - evolving digital 

landscape.  

 

The growing shadow of cloud data breaches demands a 

proactive stance. Understanding the evolving threat 

landscape, implementing robust mitigation strategies, and 

continuously researching novel attack techniques and security 
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measures are essential steps in this ongoing battle. Only 

through vigilance and innovation can we hope to secure our 

data in the cloud's ever - shifting landscape.  

 
 

2. Related Work 
 

This study explores challenges in cloud forensic investigation 

across identification, collection, analysis, and reporting 

phases. It provides recommendations to address identified 

difficulties based on earlier research findings [2]. This study 

promotes CSPs adopting a customer - centric approach, 

integrating advanced threat computing with hybrid cloud 

services for enhanced security and forensic techniques to 

ensure data control [3]. This study presents Secure Cloud 

Storage System (SCSS), employing Identity - based 

cryptography (IBC) with multiple PKG for enhanced key 

management, ensuring forensic access and outperforming 

comparable schemes in the literature [4].  

 

This paper aims to identify and address cyber security issues 

across individuals, processes, and technologies, striving for 

practical, affordable, and efficient security solutions [5]. 

Examining security in the cloud, the paper highlights 

hypervisor - based technologies' role in enhancing aspects 

like virtual machine isolation, secure deployment, and data 

protection [7]. Navigating challenges and approaches in cloud 

forensics, the publication underscores the evolving landscape 

of digital forensics amid increasing reliance on cloud services 

[8].  

 

Addressing virtualized system security in cloud forensics, 

emphasizing access restrictions, encryption, and evaluating 

forensic tools for investigating incidents [9]. Analysing the 

nexus of cloud computing architecture and digital forensics 

challenges, emphasizing foundational elements and their 

impact on data distribution in virtualized environments. [10]. 

Introducing a comprehensive forensic paradigm for private 

cloud storage, with a framework illustrated through a Sea file 

investigation [11].  

 

The paper assesses cloud security risks, proposes blockchain 

as a solution, and introduces a novel blockchain - based 

forensic storage model for securing cloud data [12].  

 

3. Challenges in Cloud Forensic 
 

The many obstacles that face the several parties involved in 

cloud computing forensic investigation can be broadly 

divided into three categories: organizational, legal, and 

technical. These difficulties arise when duties related to 

identification and acquisition are inhibited, or when an 

examiner specializing in digital forensics is precluded from 

examining and interpreting data [13].  

 

One of the most important stages of a cloud forensic 

investigation is the collecting phase since the data evidence 

must be protected from manipulation and outside influences. 

clarified that one of the difficulties is maintaining data 

integrity, which is necessary to preserve the chain of custody 

[2].  

 

The distinct features of cloud computing environments 

present a number of difficulties for cloud forensics 

professionals. The dynamic nature of these settings, where 

data and resources are dispersed over numerous servers and 

regions, presents a significant difficulty. Because of this 

dynamic nature, it might be more difficult to identify and 

gather digital evidence because conventional techniques 

employed in on - premise settings might not be directly 

applicable.  

 

The problem of multi - tenancy, in which several users share 

the same infrastructure, is another important obstacle. It 

becomes more difficult for forensic investigators to guarantee 

the integrity and confidentiality of evidence because of these 

privacy and data isolation problems.  

 

Because encryption can make it more difficult for 

investigators to access and analyse data, it further complicates 

matters. In addition, establishing uniform and broadly 

applicable investigation processes is hampered by the absence 

of standardization in cloud forensics protocols and 

instruments. Notwithstanding these difficulties, continued 

study and development are essential to creating workable 

solutions that take into account how cloud forensics is 

changing.  

 
 

Table 1 describes the cloud forensic problems and sub - 

challenges. Other significant difficulties include law 

presentation, cross - border law, chain of custody, and crime 

scene reconstruction.  
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Table 1: Challenges and sub challenges in cloud forensics 
Challenges Sub Challenges 

Data Acquisition 

• Physical inaccessibility 

•  Cloud Control Less 

• Unstable Data 

•  Issues with Trust 

• Multi - tenancy 

Logging 

• Privatization 

•  Log volatility 

•  Log accessibility 

 

The challenge focuses on how the "multilocation" of data 

stored in the cloud influences the local jurisdiction of law 

enforcement authorities and how this particular feature of the 

evidence in question impacts the law [14].  

 

For the purpose of optimizing performance latency and data 

redundancy, the majority of cloud storage providers use many 

data servers located throughout the world. Each time a user 

uploads a file to the cloud, that identical file is automatically 

replicated and kept in two or more different physical 

locations—typically across different countries—at least twice 

(usually three times) [14].  

 

Table 2: Challenges with Solutions 

 

3.1 Less Control in Clouds and Dependence on the CSP 

 

In traditional computer forensic, investigator have full control 

over the evidence (e. g., a hard drive confiscated by police). 

Figure 3 states that the limited amount of control that 

customers have in different layers for the three service models 

– IaaS, PaaS, SaaS. In IaaS, users have more control than 

SaaS or PaaS. The Lower level of control has made the data 

collection in SaaS and PaaS more challenging than in IaaS 

[13].  

 

 
 

 Customers have Controls 

 

 Customers do not have 

Controls 

Figure 3: Customers’ control over different layers in 

different service model 

 

3.2 High - profile data breach cases in the cloud  

 

 

Table 3: High - profile data breach cases in the cloud 
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4. Tools and Technology 
 

These tools serve various purposes in the cloud forensics 

investigative process, from data acquisition and analysis to 

network monitoring and compliance adherence.  

 

Table 4: Tools and Technologies 

 

DAA: - Data Acquisition and Analysis, MF: - Memory 

Forensics, NF: - Network Forensics, LA: - Log Analysis, 

CSPM: - Cloud Service Provider Monitoring, LA: - Live 

Analysis, L & C: - Legal and Compliance.  

 

Mobile Cloud Challenges 

Mobile cloud forensics encounter difficulties with data 

security, heterogeneous device types, dynamic storage, 

network connections, and the intricate fusion of forensic 

methodologies throughout many mobile and cloud contexts. 

The indistinct boundaries separating personal and 

professional data on mobile devices make it more difficult for 

forensic investigators to make this distinction.  

 

Table 5: Mobile Cloud Challenges 

 
 

5. Case Study  
 

Table 6: Case Study 
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6. Future Trends 
 

6.1 Cloud Forensic Learning & Development 

 

To give people the information and abilities they need to do 

forensic investigations in cloud systems, cloud forensic 

education and training are essential. Understanding cloud 

computing technologies, cloud forensic frameworks, cloud 

forensic tools, and best practices for carrying out cloud 

forensic investigations should be the main topics of this 

program.  

 

6.2 Integrating Machine Learning and AI Strategies: 

 

The use of machine learning and artificial intelligence 

approaches in cloud forensics speeds up the process of 

finding, automatically identifying, and classifying digital 

evidence, hence diminishing the duration and exertion of the 

inquiry.  

 

6.3 Establishing Integrity in Cloud Forensic Models 

 

It is essential to develop forensic frameworks that are 

standardized and customized for cloud systems in light of the 

rapidly growing cloud computing market. These frameworks 

ought to provide uniform practices, guidelines, and methods 

that function with many cloud computing environments.  

 

6.4 Collaboration and Teamwork 

 

Strong coordination and collaboration between law 

enforcement agencies, cloud service providers, and forensic 

investigators are necessary for successful cloud forensic 

investigations. Forensic investigators need to work closely 

with cloud service providers and law enforcement agencies in 

order to conduct successful investigations.  

 

6.5 Advances in in the cloud Forensic Software 

 

The development of specialist tools for cloud forensics is 

necessary in order to retrieve, store, and examine digital 

evidence in cloud environments. These tools need to be 

specifically designed for each cloud platform and have the 

capacity to thoroughly evaluate data at the network, operating 

system, and application layers.  

 

7. Discussion 
 

In conclusion, the "Challenges in Cloud Forensics" review 

paper sheds light on the complexities posed by dynamic cloud 

environments, data multiplicity, and evidence preservation. 

Addressing these challenges demands proactive measures 

such as real - time monitoring, standardized APIs, 

automation, collaboration with providers, and advanced data 

analysis, ensuring a resilient framework for effective forensic 

investigations in the cloud.  

 

The evaluation highlights how important it is to collaborate 

with cloud service providers, innovate continuously, and 

build specialized tools in order to fulfil the changing needs of 

cloud forensics. Understanding and overcoming these 

obstacles is crucial for strong cybersecurity and fruitful 

forensic investigations in the cloud, as enterprises use cloud 

technologies more and more.  
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