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Abstract: In this report, we propose another technique to detect fake pictures or facial images, fake audio and fake video which are
generated by Artificial Intelligence (Al)- (commonly known as deep fakes). Our technique is based on YOLO deep learning algorithm
where a grid is creating from the input picture and predicting bounding boxes and class probabilities for each grid cell. It can recognize

multiple faces in an image and can perform real time face recognition.
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1. Problem Statement

Here Deepfake algorithm is used to examine the facial
expression and the body moments, and then it compares the
other human facial expression with the same body moments.
It also checks the voice that is spreading at the internet with
the name of any celebrity is original or not?

Because many celebrities become the victim of such cases
where wrong video or voice messages spreading in the wrong
way. Worries regarding deepfakes have resulted in a growth
of countermeasures, prompting researchers to conduct
extensive research. And lectures describing strategies to
defend against them abound at computer vision and graphics
conferences.

2. Introduction

Now a days fraud activities have become common by
implementing Artificial Intelligence (Al). The fraudsters may
take the help of fake image, fake audio, and/or fake video with
voice. Deepfake video of a celebrity or a reputed person may
tarnish their public image in society. Voice cloning with the
help of Al has resulted into illegal extortions of money in the
form of ransom. Counterfeit 2 cheque leaf of any bank
account has been used, in many cases, to withdraw money
from others bank accounts, with the help of Al in creating
exact image/ replica of the cheque leaf.

In this digital era, vast data is generated every day,
necessitating the urgent need of an automated image, audio
and video recognition system very important. It will help
common people to safeguard themselves from being victim of
fraud in their day-to-day life.

YOLO Deep learning theorem

YOLO is a Convolutional Neural Network (CNN), a type of
deep neural network, for performing object detection in real-
time. CNNs are classifier-based systems that process input
images as structured arrays of data and recognize patterns
between them. YOLO has the advantage of being much faster
than other networks and still maintains accuracy.
Read more at: https://viso.ai/deep-learning/yolov3-overview/

Inception-ResNet-v2 is a convolutional neural network that is
trained on more than a million images from the ImageNet
database [1]. The network is 164 layers deep and can classify
images into 1000 object categories, such as keyboard, mouse,
pencil, and many animals. As a result, the network has learned
rich feature representations for a wide range of images. The
network has an image input size of 299-by-299.

Primary Research: Survey

For our survey and questionnaire, we have decided to create
a survey through google forums to help us find out what the
common public knows about deepfake, and this could help us
use it as proof for what we wrote about deepfake.

How Old are you 7
102 responses

® 14-18
® 19-25
more than 25

‘

Have you ever heard of Deep fake ?
102 responses

@ ves
@ No
Maybe

@ | know what it is. however, im nat
familliar with what its called
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Do you think Deep Fake is something that is

dangerous ?
102 responses

® Yes
® No
Maybe

have you ever encountered a video/ picture

that was the result of Deep Fake 7
101 responses

® Yes
@ No
Maybe

3. Proposed Work

The proposed scheme introduces an effective method for
detecting deepfakes in videos. Figure 1 shows the system
architecture of the suggested deepfake video detection
scheme. As seen in Figure 1, the suggested method employed
the YOLO face detector to detect faces from video frames.
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import os

import cvz
import math

base_path = *.\\train_sample videos\\'

def get_filename_only(file_path):
file_basename = 0s.path.basenane(file_path)
filename only = file basename.split('.")[e]
return filename only

with open(os.path.join(base_path, ‘metadata.json’)) as metadata_json:
metadata = json.load(metadata_json)
print(len(metadata))

for filename in metadata.keys():
print (filename)
if (filename.endswith(".mpa"})):
tmp_path = os.path.join(base_path, get_filename_only(filename))
print(‘Creating Directory: ' + tmp_path)
os.makedirs(tmp_path, exist_ok=True)
print(*Converting video to Images...')
count = @
video_file = os.path.join(base_path, filename)
cap = cv2.VideoCapture(video_file)
frame_rate = cap.get(5) #frame rate
while(cap. isopened()):
frame_id = cap.get(1) #current frame number
ret, frame = cap.read()
if (ret I= True):
break
if (frame_id % math.floor(frame_rate) == 8):
print(‘Original Dimensions: ', frame.shape)
if frame.shape[1] < 3e@:
scale_ratio = 2
elif frame.shape[1] > 19@:
scale_ratio = 8.33
elif frame.shape[1] > 1000 and frame.shape[1] <= 1908 :
scale_ratio = 8.5
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The discriminant spatial-visual features are extracted using
the InceptionResNetV2 CNN model. These features help to
explore the visual artifacts within video frames and are then
distributed into the XGBoost classifier to differentiate
between genuine and deepfake videos. The proposed scheme
can be explained in detail as follows.

4. Plan of Work

We will Train the selected model using the training dataset.

After that we will Fine-tune the model on the validation set to
optimize hyperparameters and improve performance.

And at the last, we will Implement techniques to prevent
overfitting, such as dropout regularization, early stopping,
and data augmentation.

The Celeb-DF dataset consists of 408 real and 795.
synthesized videos that are made using modified DeepFake
generation algorithm.

We will make use of following libraries:

1) Python: Programming language for implementation.

2) TensorFlow or PyTorch: Deep learning frameworks for
building and training models.

3) OpenCV: Library for image and video processing.

4) Scikit-learn: Library for machine learning algorithms and
evaluation metrics.

5) Flask or Django: Web frameworks for building user
interfaces.

6) Docker: Containerization tool for
application.

7) GitHub: Version control system for collaborative
development and project management.

deploying the

Below are some screenshots of the proposed model.
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File Edit View

limport cv2

from mtenn import MTCHN

import sys, os.path

import json

from keras import backend as K

import tensorflow as tf

print(tf._version_)
tf.compat.v1.logging.set_verbosity(tf.compat.v1.logging. ERROR)

physical_devices = tf.config.list_physical devices('GPU')
print (physical_devices)
tf.config.experimental.set_memory_growth(physical _devices[@], True)

base_path = *.\\train_sample_videos\\’

def get filename only(file path):
file_basename - os.path.basename(file_path)
filename_only - file_basename.split('.")[e]
return filename_only

with open(os.path.join(base path, 'metadata.json')) as metadata json:
metadata = json.load(metadata json)
print(len(metadata))

for filename in metadata.keys():
tmp_path = os.path.join(base_path, get_filename_only(filename)}
print(‘Processing Directory: ' + tmp path)
frame_images = [x for x in os.listdir(tmp_path) if os.path.isfile(os.path.join(tmp_path, x))]
faces_path - os.path.join(tmp_path, 'faces')
print(’creating Directory: ' + faces_path)
os.makedirs(faces_path, exist_ok=True)
print(‘Cropping Faces from Images...')

for frame in frame_images:
print(‘Processing ', frame)
detector = MTCNM()
image = cv2.cvtcolor(cv2. imread(os.path. join(tmp_path, frame)), cv2.COLOR_BGR2RGE)
results = detector.detect faces(image)
print(’Face Detected: ', len(results))
count = @

n1, Col 2,701 characters

5. Conclusion and Future Work

DeepFake detection is a major need in today’s world and
needs considerable detection techniques as detecting
deepfakes will become more challenging in the future. As
deepfakes can have major social and political impact
improvements should be made continuously in its detection
techniques.
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