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Abstract: Since the outbreak of Covid-19, there is a rapid boom in adoption of online cloud services as users are using online platforms 

to but all the necessities, it prompted the companies to move to multi-cloud platforms to store and manage the data of products and 

customers. But cloud-platforms are lagging in providing data security and privacy as proper mechanisms has not been developed till now. 

In a matter of time an intruder can get the access of the data which is stored over multi-cloud platforms. There is a need of a robust system 

which deletes the data as an intruder try to get hold on to the data for malicious reasons. In this paper, we proposed a brief idea of the 

unique system who deletes the data as soon as intrusion happens. We named the system as Automated Data Deletion System with Integrated 

Intrusion Detection System. ADDS-IDS system may have the capability to revolutionize the multi-cloud industry as it provides a quick and 

unique way to deal with the data breaches. 
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1. Introduction 
 

Cloud Computing opened a new realm for the users 

worldwide as it provides a way to the users to access the 

services provided by the cloud service providers with the help 

of internet and a display unit. Users can upload, manage, 

modify, and delete the data as per their choice. Users can also 

access wide range of services provided by the CSPs (cloud 

service providers). Cloud computing [1] has enabled data 

owners to outsource their huge data to the cloud and provided 

unlimited space in a pay/per-use manner. The data [2] owners 

are no longer accountable for maintaining and managing their 

data. In contrast, user queries are handled by the cloud service 

providers like Amazon, Google, Dropbox, Microsoft but 

despite its huge advantages, uploading of the data on external 

cloud services poses quite several security and privacy issues.  

A multi cloud is proposed to ensure data privacy as data is 

stored with various different cloud service providers and on 

different servers. The servers can be installed at different 

locations, nationally or internationally and through this data 

security can be ensured but the data ca still be accessed by the 

malicious entities. A multi-cloud is a cloud which is a 

combination of public cloud, private cloud, and hybrid cloud 

but multi-cloud environments pose its own challenges as 

nowadays, cloud computing [3] is popular for various reasons 

such as increased productivity, speed, efficiency, 

performance, security, and cost savings. 

 

Using multi- cloud has its own advantages but it also comes 

with various data security and privacy issues as discussed by 

the researcher in [3] there also exists possibility of greater 

challenges for service quality, security, and privacy attacks. 

This chapter presents an attempt to elaborate various 

algorithms used for the security of data and to provide quality 

service. 

 

Data privacy and security issues [6] can be solved by 

establishing clear policies that enable authorised data access 

and security. Over the period, many researchers have 

proposed different systems and models to enable the data 

privacy and security but no mechanism is sufficient in string 

enough to ensure the privacy and security of the data as still 

76% of the entities are concerned by the cloud security. 

 

2. Literature Survey 
 

Researcher, Pan Jun Sun, explained about data privacy and 

security issues [4]. Even after several models and systems and 

architectures proposed by the different researchers and 

organisations, over the period of time but no one model is 

capable enough to provide security to the data and helps in 

maintaining data security. Further, in paper given by Kire 

Jakimoski, he raised that Protection of data [5] in the cloud is 

best accomplished when there is a mixture of encryption, data 

loss prevention techniques, integrity protection, 

authentication, and authorization techniques. In the papers, 

which we surveyed, mentioned data security and privacy is 

always overlooked in a multi-cloud environment as it is 

difficult to develop a unique system and implement it over 

multi-cloud environment. 

 

As moreover, we can see that existing available models and 

architectures that deals with the implementation of cloud 

services consists of several security issues on cloud platforms 

mentioned in the paper [6] given by Deepika Saxena, Rishab 

Gupta and Ashutosh Kumar Singh. 

 

The models consist of different strengths and weaknesses  

mentioned in the tabular form given below in table 1 and table 

2: in table 1, we mentioned about model and its aim and in 

table 2. In this we will talk about various models and 

architectures that deals with the implementation of cloud 
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services and we talked about strengths and weaknesses of the 

models and architecture. 

 

By the table number 1 and table number 2, given below, we 

can see the model Charm which is a cost-effective model. It 

hosts data in clouds but it lacks in security. In the model 

named as EGI Federated Cloud, in this private, public and 

hybrid cloud are combined together to form a multi-national 

cloud systems but this model lacks trust issues in between the 

users and this model also lacks security issues. In another 

model, named as DMTF – distributed management task force 

which enables the interoperability in multi-cloud 

environment. In reservoir model, which works with federated 

model of the cloud computing in this different cloud service 

providers came together to provide cloud services under one 

platform. Cloud foundry is framework which grants the 

power to the organisations or developers to distribute the 

workload on different servers by keeping the workload in 

mind. In this distributing the workload is only possible 

because in this system the applications by spiting the 

applications from its infrastructure.  

 

Table 1: Model and its Aim 
Model, Researcher/es Aim 

CHARM (Zhang et.al, 

2015) [7] 

Cost-efficient multi cloud data hosting 

mechanism where availability is the 

main priority. [6] 

EGI Federated Cloud 

[8] 

EGI Federated cloud integrates public, 

private or hybrid cloud in the form of 

multi-national cloud system. [6] 

Distributed 

Management Task 

Force (DMTF) 

Architecture (Paper et 

al.,2009) [9] 

Open Cloud standards Incubator 

models for enabling interoperability in 

multi-cloud environment. [6] 

 

Reservoir Model 

(Rochwerger et al., 

2009) [10] 

Reservoir model for federated cloud 

computing. [6] 

Cloud Foundry [11] 

It aims to provide a standardized 

platform to the applications of 

customers by decoupling the 

application from its infrastructure. [6] 

 

As we can see from the above paragraph and from table 

number 1 above and table number 2 below, we can see 

currently existing models and architectures lacks in 

maintaining the security and confidentiality of the data in 

multi-cloud environment. In table number 2, we will discuss 

about the following five models; CHARM, EGI Federated 

Cloud, Distributed Management Task Force, Reservoir 

Model, Cloud Foundry. Let us discuss about the above 

mentioned five models and architectures in table number 2.  

Following is the table number 2: Strength & Weaknesses of 

various models and architectures.  

 

Table 2: Strength & Weakness 
Strength Weakness 

CHARM (Zhang et.al, 2015) [7] 

It 

distribute                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         

the data on multiple clouds in 

cost effective manner. [6] 

Security is the main concern in 

this model. [6] 

EGI FEDERATED CLOUD [8] 

User can access all services of 

cloud federation with a single 

identity. [6] 

It lacks trust & unauthorized 

access issues and other security 

features not considered. [6] 

DISTRIBUTED MANAGEMENT TASK FORCE (DMTF) 

ARCHITECTURE (Paper et al., 2009) [9] 

They have conceptually 

provided Incubator models for 

handling inter-operability in 

multi-cloud environment. [6] 

Service Provider is unaware of 

this resource provisioning. So, 

lack of reliability and trust. 

Security is major concern that is 

not included here. [6] 

RESERVOIR MODEL (Rochwerger et al., 2009) [10] 

The resource usage 

optimization at each reservoir 

site. [6] 

Security, access feature, 

management of various multi-

cloud architecture are not 

discussed. [6] 

Cloud Foundry [11] 

The organizations can easily 

decide on where to deploy 

workloads. [6] 

This model does not handle load 

balancing, security, and data 

issues. [6] 

 

As we can analyse from the table 1 and table 2, we can 

conclude that over the span of time, several models and 

architectures which are proposed by various researchers, 

lacks in ensuring privacy and security of the data. As we can 

see further, Just as [12] there are threats on-premises 

environments, there are threats that affect multi-cloud 

environments too. Considering the diversity of threats that 

can affect an organization's cloud environment, it is no 

surprise that 73% of organizations are very or extremely 

concerned about cloud security. The above information is 

collected from the study conducted by Cisco in which we can 

see that threats and data breaches are a big concern for 

organisations as it poses risks to the privacy of the data. 

Botnets, malware, ransomware attacks are very common on 

cloud platforms. “Many traditional security solutions [12] 

still in use today just are not capable of adequately protecting 

increasingly dynamic and distributed multi-cloud strategies. 

As organizations navigate their path in the cloud, it is 

imperative that they leverage solutions that offer an integrated 

approach to security. In doing so, they can better prepare 

themselves to handle the complex cybersecurity challenges of 

today and the future," said Adwait Joshi, Director of Cloud 

Security product marketing at Microsoft. 

 

“When considering [13] the challenges facing today’s 

businesses, people and technology take centre stage. On one 

hand, companies need to bolster the workforce with well-

trained security professionals who understand their roles and 

responsibilities. On the other hand, there is a pressing need 

for effective technology and tooling that both addresses the 

rapidly evolving landscape of cybersecurity threats while 

effectively supporting security teams,” said Hillary Baron, 

lead author and Senior Technical Director for Research, 

Cloud Security Alliance. “It’s clear that today’s multi-cloud 

environments are increasingly complex, and enterprises must 

find ways to comprehensively address their security posture.” 

It is clear from the above that relevant parties and groups are 

plagued by a serious problem of data privacy and security. 

The cloud industry needs a unique and robust system which 

can ensure security of the data. 

 

As researcher [14] emphasized the importance of use of the 

intrusion detection system to ensure the security of the data. 

It will help in tackling with the cyber threats and data 

breaches from the malicious entities. Intrusion detection 

system further categorized into two categories namely, HIDS 

and NIDS. HIDS refers to host-based intrusion detection 

system and NIDS refers to network-based intrusion detection 
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system. 

 

Host based intrusion detection system (figure 1) is a program 

installed on the host systems to detect and mitigate the cyber-

attacks. It uses the agents that continuously monitors the host 

system like personal computers, servers, or any other 

computing device. It continuously monitors the network 

traffic for that particular host and it actively monitoring any 

changes in the configuration files, system file modifications. 

HIDS works on the basis on two principles, signature-based 

detection, and anomaly-based detection. 

 

 
Figure 1: Host IDS (HIDS) 

 

Network based intrusion detection system (figure 2) is 

deployed on the network of the organisation. NIDS 

continuously monitor the network on which it is installed on. 

NIDS works on passive mode; it alerts the users of any 

suspicious activity. It also based on two principles anomaly-

based detection and signature-based detection. NIDS actively 

monitors the incoming and outgoing traffic in order to detect  

 

the intrusions and sends the alerts to appropriate entities to 

take further actions. 

 

 
Figure 2: Network IDS (NIDS) 

 

3. Research Objectives 
 

The objectives of our proposed research of automated data 

deletion system for multi-cloud environments extends across 

several key aspects. Following, are some of the key aspects 

of research significance: 

 

3.1 It will enhance the data security and mitigate the threats 

by automatically deleting sensitive data upon detecting 

intrusions. 

 

3.2 The proposed research will employ the Zero Trust 

Security Model. ZTS model is highly popular in the field of 

cloud computing and cyber security, in this no user or system 

is trusted, thus ensuring security of data. 

 

3.3 The proposed research design directly aligns with the 

compliance regulations which ensures the protection of the 

data by stringent data protection rules and regulations such as 

GDPR, CCPA, HIPAA, DPDPA. 

 

3.4 The proposed system will implement the logging of all the 

activities and implementation of auditing capabilities; it will 

ensure the proper management of the system. 

 

3.5 Implementation of automation in our system will ensure 

the minimization of the human made errors. In this, data will 

automatically delete as soon as intrusion is detected, thus 

enhances overall efficiency of the system. 

 

3.6 This research will offer a practical solution to the 

organisations who deals with highly sensitive and 

confidential data. 

 

3.7 This research will provide a blueprint to the stakeholders  

to establish, design and implement the data security measures. 

 

3.8 This research will further lay a foundation for the future 

studies related to the data security and protection. 
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4. Proposed Work 
 

In this research, we aim to develop an automated system for 

the security of the data. This system will mitigate the data 

threats and protect the system from data breaches. The system 

will also adhere to regulatory compliance such as GDPR, 

CCPA, HIPAA, and DPDPA. We planned to include the 

following modules in our proposed system (figure 3), policy 

module, data deletion module, intrusion detection module, 

cloud APIs module, logging and monitoring module, and 

reporting and dashboarding module. Let us discuss the above 

modules in brief; Policy module, which handles all the 

working of the automated system. In this the stakeholders will 

establish the policies related to data deletion and regulatory 

compliance. Data Deletion module will handle the deletion of 

the data as soon as intrusion is detected. Intrusion Detection 

System module actively monitor the network to detect any 

data breach into the system. Cloud APIs module will be used 

to communicate with multi-cloud platforms. It enables two 

components to interact together using different set of policies 

and protocols. Logging and Monitoring module maintains all 

the logs like system logs, intrusion detection logs, and 

compliance logs and monitoring part of the module will 

actively monitor the automated data deletion system and 

network which it is going to be installed on. Reporting and 

Dashboarding module will provide a graphical user interface 

to the stakeholders and gives insight to system metrics. In this 

stakeholder can get the insight to system performance and 

information about data deletion activities and intrusion 

detection activities. Through this research, the goal is to 

subsidize the improvement in data management practices in 

multi-cloud environments and provide the relevant groups 

with effective tools and methodologies for ensuring data 

privacy and security in the multi-cloud. 

 
Figure 3: Proposed System and its working 

 

5. Conclusion 

 

In this research, the system is proposed which will ensure the 

security of the data over multi-cloud platforms. It will protect 

the data from data breaches and mitigate the threats. In this 

proposed system, data will be automatically deleted as soon 

as intrusion is detected. This research will increase the 

confidence in users that their data is well protected in multi-

cloud environment. This system is going to encourage the 

stakeholders to use cloud services instead of traditional 

systems to store and manage the data. The usage of zero trust 

model architecture in our system, increases the confidence in 

the users that their data is well protected and secured. This 

research will provide a blueprint to the stakeholders to 

establish, design and implement the data security measures. It 

will also offer a practical solution to the organisations who 

deals with highly sensitive and confidential data and 

maintains high-level security. Further, we are trying to 

implement this proposed system in real-world scenario. 
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